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1. Introduction

In an era where cyber threats are increasingly sophisticated and targeted, the Municipal Water Authority of Aliquippa
(MWAA) recognizes the critical importance of having a robust Incident Response Plan (IRP) in place. As a public water
utility serving approximately 6,615 customers in Aliquippa, PA, and surrounding areas, MWAA is committed to ensuring
the continuity and security of its water and wastewater services. This document serves as a comprehensive guide to
managing and mitigating cybersecurity incidents that may impact our operations.

1.1 Purpose

The purpose of the Incident Response Plan (IRP) for the Municipal Water Authority of Aliquippa (MWAA) is to establish a
comprehensive framework that enables the organization to effectively manage and mitigate cybersecurity incidents. As
a public water utility serving the Aliquippa region, MWAA is tasked with the critical responsibility of ensuring the
uninterrupted supply of clean and safe water to approximately 6,615 customers. This plan is designed to protect our
essential operations and infrastructure from potential threats, thereby safeguarding public health and maintaining
community trust.

Key Objectives
1. Protection of Critical Infrastructure:

The IRP aims to protect MWAA'’s critical infrastructure, particularly the operational technology (OT) components
such as internet-connected programmable logic controllers (PLCs) and supervisory control and data acquisition
(SCADA) systems. These systems are integral to the monitoring and control of water treatment and distribution
processes. By safeguarding these assets, the plan ensures that potential disruptions are minimized, and essential
services remain operational.

2. Rapid Detection and Response:

The plan emphasizes the importance of rapid detection and response to incidents. This involves leveraging
advanced monitoring tools and technologies to quickly identify anomalies and potential threats within both IT and
OT environments. Prompt response efforts are crucial to containing threats before they can escalate and cause
significant harm to the utility’s operations.

3. Minimization of Operational Disruptions:

MWAA recognizes the potential impact of cybersecurity incidents on water and wastewater services. The IRP
outlines strategies to minimize operational disruptions through effective incident containment, eradication, and
recovery processes. This includes the use of manual backup controls as a contingency measure to ensure that water
services can continue even in the event of a cyber incident affecting automated systems.

4. Compliance and Regulatory Adherence:

The IRP ensures that MWAA complies with all relevant legal, regulatory, and industry standards. This includes
adherence to data protection regulations and guidelines specific to the water and wastewater industry. Compliance
not only protects the organization from legal liabilities but also reinforces public confidence in MWAA’s commitment
to operational integrity and security.

5. Continuous Improvement and Learning:

A key purpose of the IRP is to facilitate continuous improvement in MWAA's incident response capabilities. By

conducting post-incident reviews and incorporating lessons learned, the organization can refine its strategies and
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enhance its resilience against future threats. This iterative process is vital for adapting to the evolving cybersecurity

landscape and ensuring long-term protection of MWAA's assets and services.

In summary, the purpose of the MWAA Incident Response Plan is to provide a structured and effective approach to
managing cybersecurity incidents, with a focus on protecting critical infrastructure, ensuring rapid response, minimizing
disruptions, maintaining compliance, and fostering continuous improvement. Through this plan, MWAA is committed to
upholding its mission of delivering safe and reliable water services to the community it serves.

1.2 Scope

The scope of the Incident Response Plan (IRP) for the Municipal Water Authority of Aliquippa (MWAA) is comprehensive,
encompassing all facets of the organization that may be impacted by cybersecurity incidents. This plan is designed to
ensure that MWAA can effectively respond to and manage incidents across its entire operational spectrum, including
both information technology (IT) and operational technology (OT) environments. The scope includes the following
components:

Organizational Personnel

The IRP applies to all employees and contractors of MWAA, including but not limited to network administrators, system
engineers, water treatment operators, maintenance technicians, and leadership staff. Each member of the organization
has a critical role to play in the detection, reporting, and management of incidents. The plan outlines specific
responsibilities for each role, ensuring that all personnel are equipped with the knowledge and tools necessary to
respond effectively to cybersecurity threats.

Systems and Networks
The plan covers all IT and OT systems within MWAA'’s infrastructure. This includes:

o IT Systems: All servers, workstations, network devices, and software applications that support MWAA's
administrative and operational functions. This includes systems responsible for customer data management, billing,
and internal communications.

e OT Systems: The critical infrastructure components used in water treatment and distribution processes, including
internet-connected programmable logic controllers (PLCs) and supervisory control and data acquisition (SCADA)
systems. These systems are essential for monitoring and controlling water quality and flow, and their protection is
paramount to maintaining service continuity.

Third-Party Partners
MWAA relies on various third-party partners and vendors for the provision of services and support. The IRP extends to
these external entities, ensuring that they are aligned with MWAA'’s incident response procedures. This includes:

e Service Providers: Companies providing IT and OT support services, including cloud service providers, hardware
vendors, and software developers.

e Supply Chain Partners: Entities involved in the supply chain for critical components and materials used in water
treatment and distribution.

e Regulatory and Governmental Agencies: Coordination with local, state, and federal agencies to ensure compliance
with legal and regulatory requirements during incident response efforts.

Incident Types
The IRP is applicable to a wide range of cybersecurity incidents, including but not limited to:
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e Malware and ransomware attacks

e Unauthorized access and data breaches
e Denial of service (DoS) attacks

e Insider threats

e Phishing and social engineering attempts

Geographic Scope

While MWAA's primary operations are centered in Aliquippa, PA, the scope of the IRP acknowledges the potential for
incidents to have broader implications, particularly in cases involving interconnected systems or external partners. Thus,
the plan includes provisions for coordinating response efforts beyond the immediate geographic area when necessary.

In summary, the scope of the MWAA Incident Response Plan is designed to provide a holistic approach to managing
cybersecurity incidents, ensuring that all organizational personnel, systems, and third-party partners are prepared and
capable of responding to threats effectively. By encompassing both IT and OT environments, the plan ensures the
protection of MWAA'’s critical infrastructure and the continued delivery of essential water services to the community.

1.3 Objectives

The Incident Response Plan (IRP) for the Municipal Water Authority of Aliquippa (MWAA) is designed with specific
objectives aimed at safeguarding the organization’s critical infrastructure and ensuring the continuity of essential
services. These objectives guide the overall strategy and execution of incident response efforts, ensuring that MWAA is
prepared to effectively manage and mitigate cybersecurity threats.

Minimize the Impact of Incidents
MWAA is committed to minimizing the operational, financial, and reputational impact of cybersecurity incidents. This
objective is achieved through:

e Proactive Monitoring: Utilizing advanced intrusion detection systems (IDS) and security information and event
management (SIEM) tools to identify potential threats early and prevent escalation.

e Rapid Containment: Implementing swift containment measures tailored to both IT and OT environments to limit the
spread of an incident. This includes isolating affected systems and leveraging manual backup controls in the OT
environment to maintain critical water treatment operations.

e Risk Assessment: Conducting regular risk assessments to identify vulnerabilities and prioritize resources for incident
response efforts.

Restore Affected Services Promptly
Ensuring the rapid restoration of services is critical to maintaining the trust and safety of the community. MWAA
achieves this through:

e Efficient Recovery Protocols: Establishing clear recovery procedures that prioritize the restoration of essential
services, particularly those related to water treatment and distribution. This includes the use of validated backups
and system configurations to restore operations swiftly.

e Resource Allocation: Ensuring that sufficient resources, including personnel and technology, are available to support
recovery efforts around the clock.
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Ensure Timely and Effective Communication
Effective communication is vital during incident response to manage stakeholder expectations and maintain public

confidence. MWAA focuses on:

e Internal Communication: Establishing protocols for timely notifications and updates to key stakeholders within the
organization, including the MWAA Director, Operations Manager, and cybersecurity staff.

e External Communication: Coordinating with the Public Relations Officer to manage public and media
communications, ensuring accurate information dissemination and addressing public concerns promptly.

e Stakeholder Engagement: Engaging with third-party partners, regulatory bodies, and government agencies to
ensure a coordinated response.

Comply with Legal and Regulatory Requirements
MWAA is dedicated to complying with all applicable legal and regulatory requirements, which is crucial for maintaining
operational integrity and avoiding legal liabilities. This includes:

e Data Protection Compliance: Adhering to relevant data protection laws and regulations, such as GDPR and CCPA, to
safeguard customer data and privacy.

e Industry Standards: Following industry-specific standards and guidelines pertinent to the water and wastewater
sector to ensure compliance and best practices.

Learn from Incidents to Improve Future Response Efforts
Continuous improvement is a cornerstone of MWAA'’s incident response strategy. By learning from past incidents, the
organization can enhance its preparedness and resilience. This is achieved through:

e Post-Incident Reviews: Conducting thorough reviews of incidents to analyze response efforts, identify strengths and
weaknesses, and document lessons learned.

e Process Improvement: Updating the IRP and related procedures based on review findings to address identified gaps
and improve future response capabilities.

e Training and Simulations: Regularly training personnel and conducting simulations to test and refine response
strategies, ensuring that the organization is well-prepared for potential threats.

In summary, the objectives of the MWAA Incident Response Plan are designed to provide a comprehensive and effective
framework for managing cybersecurity incidents. By focusing on minimizing impact, restoring services, ensuring
communication, maintaining compliance, and fostering continuous improvement, MWAA is committed to protecting its
critical infrastructure and delivering reliable water services to the community.
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2. Incident Response Team (IRT)

The Incident Response Team (IRT) at the Municipal Water Authority of Aliquippa (MWAA) is a specialized group of
individuals tasked with managing and mitigating cybersecurity incidents that may impact the organization’s operations,

particularly those involving critical infrastructure and operational technology (OT) systems. The structure of the IRT is
designed to ensure a coordinated and efficient response to incidents, leveraging expertise from various domains to
address the multifaceted nature of cybersecurity threats.

2.1 Structure
The IRT at MWAA is composed of the following key roles, each with specific responsibilities that contribute to the overall
effectiveness of the incident response process:

e Incident Response Manager/Commander:

The Incident Response Manager, currently held by John Simmons, is responsible for overseeing the entire incident
response effort. This role involves coordinating the activities of the IRT, making strategic decisions, and ensuring that
response actions are aligned with organizational priorities. The Incident Response Manager acts as the primary point
of contact for senior leadership and provides regular updates on the status and progress of the response.

e Technical Lead:

The Technical Lead, Sarah Patel, is tasked with coordinating the technical analysis and remediation efforts. This role
requires a deep understanding of both IT and OT environments, particularly the intricacies of MWAA’s SCADA
systems and internet-connected PLCs. The Technical Lead works closely with network administrators and system
engineers to identify the root cause of incidents, implement containment measures, and restore affected systems.

e Communications Lead:

The Communications Lead, Emily Tran, manages all internal and external communications related to the incident.
This includes coordinating with the Public Relations Officer to ensure consistent messaging and timely dissemination
of information to stakeholders. The Communications Lead also facilitates communication within the IRT, ensuring
that team members are informed and aligned in their efforts.

e Legal Advisor:

The Legal Advisor, Mark Thompson, ensures that all response actions comply with legal and regulatory
requirements. This role involves advising the IRT on issues related to data protection, privacy laws, and industry-
specific regulations. The Legal Advisor also liaises with external legal counsel as needed to address complex legal
matters.

e HR Representative:

The HR Representative, Lisa Chen, handles any personnel issues that may arise during the incident response
process. This includes managing employee communications, addressing concerns related to incident impact on staff,
and ensuring that HR policies are upheld throughout the response effort.

e Public Relations Officer:

The Public Relations Officer, David Collins, is responsible for managing public communications and media relations.
This role involves crafting public statements, coordinating press releases, and addressing media inquiries to maintain
transparency and protect MWAA's reputation during and after an incident.

e Note Taker:

The Note Taker, Alex Rivera, documents the incident proceedings and captures key notes. This role is crucial for
maintaining a detailed record of the response efforts, including decisions made, actions taken, and communications
exchanged. The documentation produced by the Note Taker is essential for post-incident reviews and lessons
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The IRT structure is designed to ensure a comprehensive and coordinated response to cybersecurity incidents,

leveraging the diverse expertise of its members to address the unique challenges posed by threats to MWAA's IT and OT
environments. Through effective collaboration and clear role delineation, the IRT is equipped to protect MWAA's critical
infrastructure and ensure the continued delivery of essential water services to the community.

2.2 Responsibilities

The Incident Response Team (IRT) at the Municipal Water Authority of Aliquippa (MWAA) plays a pivotal role in
safeguarding the organization’s critical infrastructure and ensuring the resilience of its operations against cybersecurity
threats. The team is entrusted with a range of responsibilities that are essential for maintaining an effective incident
response capability, particularly in the context of MWAA’s integrated IT and operational technology (OT) environments.

Develop and Maintain the CIRP
One of the primary responsibilities of the IRT is to develop and maintain the Cybersecurity Incident Response Plan
(CIRP). This involves:

e Plan Development: Creating a comprehensive and actionable CIRP that addresses the unique needs and challenges
of MWAA'’s operations, including the protection of SCADA systems and internet-connected PLCs critical to water
treatment and distribution processes.

e Regular Updates: Ensuring the CIRP remains current by incorporating lessons learned from past incidents, emerging
threat intelligence, and changes in regulatory requirements. The plan is reviewed and updated annually or as
needed to address new vulnerabilities and technological advancements.

Conduct Regular Training and Simulations
The IRT is responsible for ensuring that all relevant personnel are adequately trained and prepared to respond to
incidents. This includes:

e Training Programs: Designing and delivering regular training sessions for IRT members, network administrators,
system engineers, and water treatment operators. These programs focus on incident detection, response
procedures, and the specific challenges associated with OT environments.

e Simulations and Drills: Conducting regular simulations and tabletop exercises to test the effectiveness of the CIRP
and the readiness of the IRT. These exercises simulate real-world scenarios, including potential attacks on MWAA'’s
critical infrastructure, to identify gaps and improve response strategies.

Maintain Incident Response Tools and Resources
The IRT ensures that the necessary tools and resources are available and operational to support incident response
efforts. This includes:

¢ Tool Management: Deploying and maintaining a suite of incident response tools, including intrusion detection
systems (IDS), forensic analysis software, and secure communication platforms. These tools are essential for
detecting, analyzing, and mitigating threats in both IT and OT environments.

e Resource Allocation: Ensuring that sufficient personnel and technological resources are allocated to support
incident response activities, particularly during high-severity incidents that may impact critical water services.

Coordinate Response Activities During an Incident
During an incident, the IRT coordinates all response activities to ensure a swift and effective resolution. This involves:
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¢ Incident Command: The Incident Response Manager leads the response effort, coordinating with the Technical Lead
and other team members to implement containment, eradication, and recovery measures.

e Collaboration: Working closely with internal stakeholders, third-party partners, and regulatory agencies to ensure a
unified and comprehensive response. This includes leveraging external expertise and resources as needed to address
complex threats.

Document and Report on Incidents and Response Actions
Accurate documentation and reporting are crucial for transparency and continuous improvement. The IRT is responsible
for:

e Incident Documentation: The Note Taker meticulously records all aspects of the incident, including timelines,
actions taken, and communications exchanged. This documentation is vital for post-incident analysis and legal
compliance.

e Reporting: Preparing detailed incident reports for senior management and regulatory bodies. These reports include
root cause analysis, impact assessments, and recommendations for future improvements to the CIRP and related
processes.

Through these responsibilities, the IRT at MWAA ensures that the organization is well-equipped to manage cybersecurity
incidents, protect its critical infrastructure, and maintain the trust and safety of the community it serves.
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3. Incident Response Lifecycle
The Incident Response Lifecycle at the Municipal Water Authority of Aliquippa (MWAA) is structured to provide a

systematic approach to managing cybersecurity incidents, ensuring that the organization is prepared to effectively
respond to and recover from potential threats. The lifecycle is divided into several key phases, starting with preparation,
which is crucial for building a robust incident response capability.

3.1 Preparation

The preparation phase is foundational to the Incident Response Lifecycle, focusing on equipping MWAA with the
necessary policies, tools, and training to address cybersecurity incidents proactively. This phase involves several critical
activities:

Policy and Procedure Development

e Establishing Policies: MWAA is committed to developing comprehensive incident response policies that outline the
organization’s approach to managing cybersecurity threats. These policies are designed to be inclusive of both IT
and operational technology (OT) environments, recognizing the unique challenges posed by the integration of
internet-connected PLCs and SCADA systems in water treatment and distribution processes.

e Procedure Documentation: Detailed procedures are documented to guide the Incident Response Team (IRT) and
other personnel through each stage of the incident response process. These procedures include specific actions for
detecting, containing, eradicating, and recovering from incidents, with tailored strategies for addressing threats to
critical infrastructure components.

e Regular Reviews: Policies and procedures are reviewed and updated regularly to incorporate new threat
intelligence, technological advancements, and lessons learned from past incidents. This ensures that the
organization remains agile and responsive to the evolving cybersecurity landscape.

Incident Response Tools

o Tool Deployment: MWAA deploys a range of incident response tools to enhance its ability to detect, analyze, and
respond to cybersecurity threats. Key tools include intrusion detection systems (IDS), security information and event
management (SIEM) platforms, and endpoint detection and response (EDR) solutions. These tools are configured to
monitor both IT and OT environments, providing comprehensive visibility across the organization’s network.

e Tool Maintenance: Regular maintenance and updates are conducted to ensure that all incident response tools
remain effective and capable of addressing emerging threats. This includes applying patches, updating threat
intelligence feeds, and testing tool functionality to verify performance.

¢ Integration with OT Systems: Special consideration is given to the integration of incident response tools with
MWAA'’s OT systems. This involves configuring tools to monitor and analyze data from SCADA systems and PLCs,
enabling the detection of anomalies that could indicate a cybersecurity incident affecting water treatment
processes.

Training and Awareness

e IRT Training: The Incident Response Team undergoes regular training to ensure that members are familiar with the
latest incident response techniques, tools, and procedures. This training includes scenario-based exercises that
simulate potential attacks on MWAA's critical infrastructure, allowing the team to practice their response in a
controlled environment.

e Organizational Training: Training is also extended to all organizational personnel, including network administrators,
system engineers, and water treatment operators. This training focuses on raising awareness of cybersecurity
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threats, promoting best practices for incident detection and reporting, and ensuring that all staff understand their

role in the incident response process.

e Awareness Campaigns: MWAA conducts ongoing awareness campaigns to keep cybersecurity top-of-mind for all
employees. These campaigns include regular communications, such as newsletters and alerts, that highlight
emerging threats and reinforce the importance of vigilance and adherence to security protocols.

Through the preparation phase, MWAA establishes a strong foundation for its incident response efforts, ensuring that
the organization is well-equipped to handle cybersecurity incidents with confidence and precision. By focusing on policy
development, tool deployment, and comprehensive training, MWAA is committed to maintaining the security and
resilience of its critical water infrastructure.

3.2 Identification

The identification phase of the Incident Response Lifecycle at the Municipal Water Authority of Aliquippa (MWAA) is
crucial for the early detection and assessment of cybersecurity incidents. This phase involves the continuous monitoring
of networks and systems, the use of both automated and manual processes for detection and analysis, and the
classification of incidents based on their severity and impact. These activities are essential for ensuring a timely and
effective response to threats, particularly those that may affect MWAA'’s critical operational technology (OT)
infrastructure.

Monitoring

e Continuous Monitoring: MWAA employs a comprehensive monitoring strategy that encompasses both IT and OT
environments. This strategy involves the deployment of advanced monitoring tools, such as intrusion detection
systems (IDS) and security information and event management (SIEM) platforms, which provide real-time visibility
into network traffic and system activities. These tools are configured to detect anomalies and potential security
breaches across MWAA'’s infrastructure, including SCADA systems and PLCs critical to water treatment and
distribution.

e Integration with OT Systems: Given the unique nature of MWAA's OT environment, monitoring efforts are tailored
to address the specific characteristics of industrial control systems. This includes monitoring for unusual commands
or data flows within SCADA networks, which could indicate an attempt to disrupt water treatment processes. By
integrating monitoring capabilities with OT systems, MWAA ensures that potential threats to critical infrastructure
are identified promptly.

Detection and Analysis

e Automated Detection: Automated processes play a key role in the detection of potential incidents. MWAA’s security
tools are configured with predefined rules and signatures to identify known threats, such as malware or
unauthorized access attempts. These tools generate alerts when suspicious activities are detected, allowing the
Incident Response Team (IRT) to initiate further investigation.

e Manual Analysis: In addition to automated detection, manual analysis is conducted by skilled security analysts who
review alerts and logs to identify false positives and gain deeper insights into potential incidents. This analysis
involves examining network traffic patterns, system logs, and other data sources to determine the nature and scope
of the threat. Analysts are trained to recognize signs of sophisticated attacks, including those targeting OT system:s.

e Collaboration with Experts: When necessary, MWAA collaborates with external cybersecurity experts and vendors
to conduct in-depth analysis of complex incidents. This collaboration may involve sharing data and insights to ensure
a comprehensive understanding of the threat landscape and to develop effective response strategies.

December 10, 2024




% AUTOTABLETOP

Incident Classification

e Severity and Impact Assessment: Once an incident is detected and analyzed, it is classified based on its severity and
potential impact on MWAA's operations. This classification process involves assessing factors such as the extent of
system compromise, the sensitivity of affected data, and the potential disruption to water services.

e C(Classification Categories: Incidents are categorized into predefined severity levels, ranging from low to critical. Low-
severity incidents may involve minor disruptions with no significant impact on operations, while critical incidents
could result in extensive data loss or significant disruption to water treatment and distribution processes.

e Prioritization of Response Efforts: The classification of incidents guides the prioritization of response efforts,
ensuring that resources are allocated appropriately to address the most pressing threats. High-severity incidents are
escalated immediately to senior management and the Incident Response Manager, who coordinate the response to
minimize impact and restore normal operations as quickly as possible.

Through the identification phase, MWAA establishes a proactive approach to managing cybersecurity incidents,
leveraging continuous monitoring, advanced detection and analysis, and systematic classification to ensure the
protection of its critical infrastructure and the uninterrupted delivery of essential water services.

3.3 Containment

Containment is a critical phase in the Incident Response Lifecycle at the Municipal Water Authority of Aliquippa
(MWAA), focused on halting the progression of a cybersecurity incident to protect the organization's infrastructure and
maintain operational continuity. This phase is divided into short-term and long-term containment strategies, each
tailored to address the unique challenges posed by incidents affecting both information technology (IT) and operational
technology (OT) environments.

Short-term Containment

¢ Immaediate Action Plans: Upon detection of a cybersecurity incident, the Incident Response Team (IRT) implements
immediate actions to limit its spread. This involves isolating affected systems from the network to prevent further
compromise. For example, if a malware infection is detected on a workstation, the system is promptly disconnected
from the network to contain the threat.

e OT Environment Considerations: In the context of MWAA's OT environment, short-term containment may include
isolating compromised PLCs or SCADA systems while ensuring that essential water treatment processes continue.
This requires a delicate balance, as abrupt disconnection of OT systems can disrupt critical operations. Therefore,
the IRT employs strategies such as segmenting network traffic and applying access control measures to contain
threats without halting essential services.

e Use of Incident Response Tools: The IRT leverages advanced incident response tools to execute short-term
containment measures. These tools facilitate rapid identification of affected assets, enable network segmentation,
and support the application of security patches or configuration changes necessary to contain the incident.

e Communication Protocols: During short-term containment, clear communication protocols are followed to ensure
that all relevant personnel, including network administrators and water treatment operators, are informed of the
actions being taken. This coordination is crucial for maintaining operational stability and preventing unnecessary
disruptions.

Long-term Containment
e Comprehensive Containment Strategies: Long-term containment involves developing a comprehensive plan to
manage the incident while allowing MWAA to continue its business operations. This includes implementing more
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permanent solutions, such as reconfiguring network architectures or deploying additional security controls, to

prevent recurrence of the incident.

e Sustained OT Operations: In the OT environment, long-term containment strategies focus on sustaining water
treatment and distribution operations while mitigating risks. This may involve deploying redundant systems or
manual overrides to ensure continuous service delivery, even as affected systems are being addressed.

e Collaboration with External Partners: MWAA collaborates with external cybersecurity experts and vendors to
enhance long-term containment efforts. This collaboration provides access to specialized knowledge and resources,
enabling the organization to implement robust containment measures that address both current and future threats.

e Monitoring and Adjustment: Long-term containment is not a static process; it requires ongoing monitoring and
adjustment to ensure effectiveness. The IRT continuously evaluates the containment measures in place, using
insights from monitoring tools and threat intelligence to refine strategies and address any emerging vulnerabilities.

e Documentation and Reporting: Throughout the containment phase, comprehensive documentation of actions
taken and their outcomes is maintained. This documentation is critical for post-incident analysis and for informing
future containment strategies, ensuring that MWAA is better prepared for similar incidents in the future.

By implementing both short-term and long-term containment strategies, MWAA effectively manages cybersecurity
incidents, protecting its critical infrastructure and ensuring the uninterrupted delivery of essential water services to the
community. The containment phase is a testament to the organization's commitment to resilience and operational
excellence in the face of evolving cyber threats.

3.4 Eradication

The eradication phase is a critical component of the Incident Response Lifecycle at the Municipal Water Authority of
Aliquippa (MWAA). This phase focuses on identifying and eliminating the root cause of a cybersecurity incident and
thoroughly cleaning affected systems to ensure the threat is completely removed. Eradication is essential for preventing
recurrence and restoring the integrity of MWAA's information technology (IT) and operational technology (OT)
environments.

Root Cause Analysis

¢ Identifying the Root Cause: The Incident Response Team (IRT) undertakes a detailed root cause analysis to
determine how the incident originated and propagated. This involves examining system logs, network traffic, and
forensic data to trace the path of the attack and identify vulnerabilities or misconfigurations that were exploited. In
the context of MWAA’s OT environment, this analysis extends to SCADA systems and PLCs to ensure that no
component of the water treatment and distribution process is compromised.

e Collaboration with Experts: MWAA may engage external cybersecurity experts to assist with complex root cause
analyses, especially for incidents involving sophisticated or novel attack vectors. These experts provide additional
insights and expertise, helping to accurately pinpoint the underlying issues and recommend effective remediation
strategies.

e Documentation of Findings: The findings from the root cause analysis are meticulously documented, providing a
comprehensive understanding of the incident’s origins and contributing factors. This documentation is crucial for
informing future preventive measures and enhancing MWAA'’s overall security posture.

System Clean-up

e Removal of Malicious Code: Once the root cause has been identified, the IRT focuses on removing any malicious
code or artifacts from affected systems. This involves using specialized malware removal tools and techniques to
cleanse IT systems, ensuring that all traces of the threat are eradicated. In the OT environment, additional care is
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taken to verify that SCADA systems and PLCs are free from any residual malicious code that could impact operational

processes.

e Restoration of System Integrity: After the removal of malicious elements, affected systems are restored to their
normal operational state. This includes reinstalling or updating software, reapplying security patches, and
reconfiguring systems to their secure baseline configurations. For OT systems, this may involve recalibrating sensors
and controls to ensure accurate and reliable water treatment operations.

e Validation and Verification: The IRT conducts thorough validation and verification processes to confirm that all
affected systems are functioning correctly and securely. This includes running diagnostic tests and security scans to
detect any remaining vulnerabilities or unauthorized changes. In the OT environment, validation extends to ensuring
that all control systems operate within expected parameters and that there is no disruption to water services.

e Communication with Stakeholders: Throughout the eradication process, clear communication is maintained with all
relevant stakeholders, including network administrators, system engineers, and water treatment operators. This
ensures that everyone is informed of the steps being taken and any potential impacts on operations.

By effectively executing the eradication phase, MWAA ensures that cybersecurity incidents are fully resolved,
eliminating threats and restoring confidence in the security and reliability of its critical infrastructure. This phase is
integral to MWAA’s commitment to safeguarding its operations and maintaining the trust of the communities it serves.

3.5 Recovery

The recovery phase is a crucial step in the Incident Response Lifecycle at the Municipal Water Authority of Aliquippa
(MWAA), focusing on restoring systems to normal operation and ensuring their security and functionality post-incident.
This phase is vital for resuming business operations, particularly in the context of MWAA's critical role in providing water
services, and involves meticulous processes to guarantee that all systems are fully operational and secure.

System Restoration

e Use of Clean Backups: The first step in system restoration involves restoring affected systems using clean, verified
backups. MWAA maintains regular backups of both IT and OT systems, ensuring that these backups are stored
securely and are free from any malicious code or corruption. This practice is especially important for SCADA systems
and PLCs, where operational continuity is crucial for maintaining water treatment and distribution processes.

e Validated Configurations: Restored systems are configured to their secure baseline settings, using validated
configurations that have been tested and approved. This ensures that systems are not only operational but also
fortified against similar incidents in the future. For OT systems, this may involve re-establishing communication
protocols and control parameters to ensure seamless integration with MWAA’s water management infrastructure.

e Coordination with IT and OT Teams: The recovery process requires close collaboration between IT and OT teams to
ensure a coordinated approach to system restoration. This includes synchronizing efforts to bring all interconnected
systems online without disrupting ongoing operations or compromising security.

Validation

e Functionality Testing: Once systems are restored, comprehensive functionality testing is conducted to verify that all
components are operating as expected. This includes running diagnostic tests on IT systems to ensure that
applications and services are fully functional, as well as conducting operational tests on OT systems to confirm that
water treatment and distribution processes are unaffected.

e Security Verification: Security verification is a critical aspect of the recovery phase. The Incident Response Team
(IRT) performs thorough security scans and assessments to ensure that all restored systems are free from
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vulnerabilities and unauthorized modifications. This involves using advanced security tools to detect any residual

threats and confirm that all security controls are in place and effective.

e Operational Assurance for OT Systems: In the OT environment, additional validation steps are taken to ensure that
all control systems are accurately calibrated and functioning within specified parameters. This is essential for
maintaining the quality and reliability of water services, as any discrepancies in control system performance could
have significant operational impacts.

e Stakeholder Communication: Throughout the recovery phase, clear communication is maintained with all
stakeholders, including MWAA leadership, network administrators, and water treatment operators. Regular updates
are provided to keep everyone informed of the progress and any potential impacts on operations, ensuring
transparency and confidence in the recovery efforts.

By successfully executing the recovery phase, MWAA ensures that its systems are not only restored to normal operation
but also fortified against future incidents. This phase underscores MWAA's commitment to resilience and operational
excellence, ensuring the continued delivery of safe and reliable water services to the community it serves.

3.6 Lessons Learned

The lessons learned phase is a vital component of the Incident Response Lifecycle at the Municipal Water Authority of
Aliquippa (MWAA). This phase focuses on analyzing the incident and response efforts to identify strengths, weaknesses,
and opportunities for improvement. By systematically reviewing and documenting these insights, MWAA enhances its
preparedness and resilience against future cybersecurity threats, particularly those affecting its critical operational
technology (OT) systems.

Post-Incident Review

o Comprehensive Analysis: Following the resolution of an incident, MWAA conducts a thorough post-incident review.
This process involves gathering the Incident Response Team (IRT) and relevant stakeholders to analyze the incident
from detection through recovery. The review focuses on evaluating the effectiveness of the response efforts,
identifying what worked well, and pinpointing areas that require improvement.

o Inclusion of OT Considerations: Given the critical nature of MWAA’s OT environment, the post-incident review pays
special attention to incidents impacting SCADA systems and PLCs. This includes assessing the impact on water
treatment and distribution processes and evaluating the effectiveness of containment and recovery strategies
specific to OT systems.

o Stakeholder Engagement: Input from a diverse range of stakeholders, including network administrators, system
engineers, and water treatment operators, is solicited to ensure a comprehensive understanding of the incident’s
impact on various facets of the organization.

Documentation

e Detailed Findings: The findings from the post-incident review are meticulously documented, providing a clear record
of the incident, the response actions taken, and the outcomes achieved. This documentation serves as a valuable
resource for future reference and training.

e Lessons Learned: Key lessons learned from the incident are identified and documented, highlighting both successful
strategies and areas for improvement. This includes insights into threat detection, incident containment, and cross-
functional coordination efforts.

e Recommendations for Improvement: Based on the lessons learned, specific recommendations for improving
MWAA'’s incident response capabilities are developed. These recommendations may involve enhancing monitoring
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Process Improvement

e Updating the CIRP: The Cybersecurity Incident Response Plan (CIRP) is updated to reflect the insights gained from
the post-incident review. This includes revising existing procedures and protocols to incorporate best practices and
address identified gaps. For example, if the review highlights a need for faster communication during OT incidents,
the CIRP may be updated to include streamlined communication protocols for OT personnel.

e Enhancing Training Programs: Lessons learned are integrated into MWAA's training programs, ensuring that all
personnel are informed of the latest response strategies and best practices. This includes conducting targeted
training sessions based on the specific challenges encountered during the incident.

e Continuous Improvement Culture: MWAA fosters a culture of continuous improvement, encouraging all employees
to contribute to the organization’s cybersecurity resilience. This involves regular feedback loops and open
communication channels to ensure that the organization remains agile and responsive to evolving threats.

By effectively executing the lessons learned phase, MWAA not only strengthens its incident response capabilities but
also enhances its overall security posture. This commitment to learning and adaptation ensures that MWAA is well-
prepared to protect its critical infrastructure and maintain the trust of the communities it serves.
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4. Communication Plan

Effective communication is a cornerstone of the Incident Response Plan at the Municipal Water Authority of Aliquippa
(MWAA). The communication plan ensures that all relevant stakeholders are informed promptly and accurately during a
cybersecurity incident, enabling coordinated response efforts and maintaining trust within the organization. This section
outlines the internal communication strategies and protocols that MWAA employs to manage incident-related
communications.

4.1 Internal Communication

Internal communication during an incident is crucial for ensuring that all team members and stakeholders are aligned
and informed about the status and progress of response efforts. MWAA has established clear protocols to facilitate
timely and effective internal communication.

Notification Procedures

e Immediate Alerts: Upon detection of a cybersecurity incident, the Incident Response Team (IRT) initiates immediate
notification procedures to alert key stakeholders within the organization. This includes the MWAA Director,
Operations Manager, network administrators, system engineers, and water treatment operators. Notifications are
sent through secure communication channels, such as encrypted emails or secure messaging platforms, to ensure
confidentiality and integrity.

e Role-Specific Notifications: Notifications are tailored to the specific roles and responsibilities of stakeholders. For
example, technical details and containment strategies are communicated to IT and OT personnel, while strategic
updates and potential impacts are shared with senior management.

e |CS/OT Specifics: Given the critical nature of MWAA’s OT environment, notifications include specific instructions for
OT personnel to ensure the continued safe operation of SCADA systems and PLCs. This may involve immediate
actions to isolate affected systems or adjust operational parameters to maintain service continuity.

Status Updates

e Regular Briefings: The IRT provides regular status updates to key stakeholders throughout the incident response
process. These updates include the current status of the incident, actions taken, and any changes in the threat
landscape. Updates are scheduled at regular intervals, such as every two hours, or as significant developments
occur.

e Incident Command Meetings: The Incident Response Manager convenes incident command meetings with the IRT
and relevant stakeholders to discuss progress, challenges, and next steps. These meetings ensure that all team
members are aligned and that response efforts are coordinated effectively.

e Documentation and Reporting: All updates and communications are documented to provide a clear record of the
incident response process. This documentation is essential for post-incident reviews and for informing future
response efforts.

Contact List
A comprehensive contact list is maintained to facilitate prompt communication during an incident. The list includes the
names, email addresses, and phone numbers of all IRT members and key stakeholders. Below is an example contact list
for MWAA:

e John Simmons
Incident Response Manager
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Email: john.simmons@mwaa.org
Phone: (412) 555-0101

Sarah Patel
Technical Lead
Email: sarah.patel@mwaa.org
Phone: (412) 555-0102

Emily Tran
Communications Lead
Email: emily.tran@mwaa.org
Phone: (412) 555-0103

Mark Thompson
Legal Advisor
Email: mark.thompson@mwaa.org
Phone: (412) 555-0104

Lisa Chen
HR Representative
Email: lisa.chen@mwaa.org
Phone: (412) 555-0105

David Collins
Public Relations Officer
Email: david.collins@mwaa.org
Phone: (412) 555-0106

Alex Rivera
Note Taker
Email: alex.rivera@mwaa.org
Phone: (412) 555-0107

threats and maintaining operational integrity.

4.2 External Communication

its operational technology (OT) systems and public services.

Legal Requirements

AUTOTABLETOP

By implementing these internal communication strategies, MWAA ensures that all stakeholders are informed and
engaged during incident response efforts, enabling a coordinated and effective approach to managing cybersecurity

Effective external communication is a critical component of the Incident Response Plan at the Municipal Water Authority
of Aliquippa (MWAA). It ensures that all external stakeholders, including regulatory bodies, the public, media, vendors,
and partners, are informed appropriately during a cybersecurity incident. This section outlines the strategies and
protocols MWAA employs to manage external communications, particularly in the context of incidents that may affect

Regulatory Compliance: MWAA is committed to complying with all legal and regulatory notification requirements in

the event of a cybersecurity incident. This includes timely reporting to relevant regulatory bodies such as the

Environmental Protection Agency (EPA) and state-level water authorities. Compliance ensures that MWAA adheres

to industry standards and legal obligations, which is essential for maintaining operational legitimacy and public trust.
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e Data Breach Notifications: In cases where customer data may be compromised, MWAA follows established

protocols for data breach notifications, ensuring that affected individuals are informed in accordance with applicable
data protection laws, such as the General Data Protection Regulation (GDPR) and the California Consumer Privacy
Act (CCPA).

Public Relations

e Maedia Management: The Public Relations Officer, David Collins, is responsible for managing communications with
the public and media. This involves crafting clear and concise press releases, holding press conferences if necessary,
and responding to media inquiries to maintain transparency and protect MWAA's reputation. The messaging focuses
on the steps being taken to resolve the incident and the measures in place to prevent future occurrences.

e Public Assurance: MWAA prioritizes public assurance by communicating the impact of the incident on water
services and the actions being taken to ensure continued safety and reliability. This includes providing updates on
service status and any precautionary measures the public should take.

e Social Media and Website Updates: MWAA utilizes its social media channels and official website to disseminate
information quickly and reach a broad audience. Regular updates are posted to keep the public informed and
address any concerns or misinformation.

Vendors and Partners

e Third-Party Notifications: MWAA promptly notifies third-party vendors and partners of incidents that may impact
their operations. This includes suppliers of critical infrastructure components and IT service providers. Timely
notification ensures that partners can take appropriate measures to protect their systems and coordinate response
efforts.

e Coordination and Collaboration: MWAA collaborates closely with vendors and partners to align response strategies
and share relevant information. This coordination is particularly important for incidents affecting OT systems, where
vendor expertise may be required to address specific technical challenges.

Contact List

A detailed contact list is maintained to facilitate efficient external communication during an incident. This list includes
key contacts at regulatory bodies, media outlets, and third-party partners. Below is an example contact list for external
communications:

e Environmental Protection Agency (EPA)
Contact: Jane Doe
Email: jane.doe@epa.gov
Phone: (202) 555-0110
e State Water Authority
Contact: Michael Smith
Email: michael.smith@statewater.gov
Phone: (717) 555-0111
¢ Local Media Outlet
Contact: Lisa Brown
Email: lisa.brown@localnews.com
Phone: (412) 555-0112
e SCADA Vendor
Contact: Tom Harris
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Email: tom.harris@scadavendor.com

Phone: (303) 555-0113
e IT Service Provider

Contact: Rachel Green
Email: rachel.green@itservices.com
Phone: (215) 555-0114

By implementing these external communication strategies, MWAA ensures that all relevant parties are informed and
engaged during incident response efforts, enabling a coordinated and transparent approach to managing cybersecurity
threats and maintaining public confidence in its services.
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5. Incident Classification

The classification of incidents is a fundamental aspect of the Incident Response Plan at the Municipal Water Authority of

Aliquippa (MWAA). Proper classification allows the organization to prioritize response efforts and allocate resources
effectively, ensuring that incidents are addressed in accordance with their severity and potential impact on operations.
This section outlines the severity levels used by MWAA to classify cybersecurity incidents, with particular attention to
the implications for both information technology (IT) and operational technology (OT) systems.

5.1 Severity Levels
MWAA categorizes incidents into four severity levels: Low, Medium, High, and Critical. Each level is defined by the
impact on operations and the extent of data loss or damage, guiding the response strategy and resource allocation.

Low: Minor Impact on Operations

e Definition: Incidents classified as low severity have a minimal impact on MWAA’s operations. There is no significant
data loss or damage, and the incident is typically confined to a small number of systems or users.

e Examples: Common examples include minor phishing attempts that are detected and blocked, or isolated malware
infections on non-critical workstations.

e Response Strategy: These incidents are handled by the IT support team with standard operating procedures,
ensuring they are resolved quickly without escalating to the Incident Response Team (IRT).

Medium: Moderate Impact on Operations

e Definition: Medium severity incidents have a moderate impact on operations, with the potential for data loss or
damage. These incidents may affect multiple systems or users but do not disrupt core operations.

e Examples: An example might include a malware infection that spreads across several workstations but does not
affect critical OT systems or data repositories.

e Response Strategy: The IRT is engaged to conduct a detailed analysis and containment. Efforts focus on preventing
further spread and mitigating any data loss, with communication to affected departments.

High: Severe Impact on Operations

e Definition: High severity incidents have a severe impact on MWAA’s operations, resulting in significant data loss or
damage. These incidents may disrupt critical IT or OT systems, affecting service delivery.

e Examples: A ransomware attack that encrypts key databases or an unauthorized access incident compromising
sensitive customer information would fall under this category.

e Response Strategy: A comprehensive response is initiated, involving senior management and possibly external
cybersecurity experts. The focus is on rapid containment, data recovery, and restoring affected services.

Critical: Catastrophic Impact on Operations

o Definition: Critical incidents have a catastrophic impact on operations, leading to extensive data loss or damage.
These incidents can severely disrupt or halt essential services, with significant implications for public safety and
trust.

e Examples: A coordinated cyberattack that disables SCADA systems or a widespread data breach exposing sensitive
infrastructure details would be classified as critical.

e Response Strategy: An all-hands-on-deck approach is required, with full activation of the IRT and immediate
notification of regulatory bodies. Efforts center on crisis management, public communication, and ensuring the rapid
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By employing these severity levels, MWAA ensures that its incident response efforts are proportionate to the threat,

focusing resources where they are needed most to protect its critical infrastructure and maintain the reliability of water
services. This structured approach to incident classification is integral to the organization's resilience and operational
integrity.

5.2 Classification Criteria

The classification of cybersecurity incidents at the Municipal Water Authority of Aliquippa (MWAA) is guided by specific
criteria that help determine the severity and appropriate response level. These criteria ensure a structured and
consistent approach to incident management, allowing MWAA to prioritize resources and actions effectively. The
classification process takes into account the impact on operations, the sensitivity of affected data, and the scope of the
incident.

Impact on Operations

e Assessment of Business Processes: The first criterion in classifying an incident is assessing its impact on MWAA's
business processes and operations. This involves evaluating how the incident affects the organization’s ability to
deliver essential water and wastewater services. For example, an incident that disrupts SCADA system operations
could significantly impair water treatment and distribution, necessitating a higher severity classification.

e Operational Disruptions: The extent of operational disruption is measured by factors such as downtime, reduced
service capacity, and the potential for safety hazards. Incidents that threaten public health or environmental safety
due to compromised water quality or supply are prioritized for immediate response.

e ICS/OT Specifics: In the context of MWAA's OT environment, special attention is given to incidents affecting control
systems and infrastructure critical to maintaining continuous operations. This includes assessing the potential for
cascading effects across interconnected systems and the ability to implement manual overrides or backups.

Data Sensitivity

e Evaluation of Data Criticality: The sensitivity and criticality of affected data are key considerations in incident
classification. This involves determining whether the incident involves personal customer information, financial
records, operational data, or proprietary technology details.

e Confidentiality and Integrity: The classification process assesses the potential impact on data confidentiality,
integrity, and availability. For instance, incidents involving the unauthorized access or exfiltration of sensitive
customer data would be classified with higher severity due to privacy concerns and regulatory implications.

e Compliance Considerations: The need to comply with data protection regulations, such as GDPR or CCPA, influences
the classification. Breaches involving regulated data types may require specific notification and remediation actions,
impacting the overall classification.

Scope

e Extent and Spread of the Incident: The scope of an incident is determined by the number of systems, users, and
geographic locations affected. A localized incident affecting a single department or system may be classified
differently than a widespread attack impacting multiple facilities or service areas.

e Containment Challenges: The ease or difficulty of containing the incident also factors into its classification. Incidents
that are quickly contained and isolated may be classified with lower severity, whereas those with potential to spread
rapidly across networks or to critical OT systems are classified more severely.
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¢ Interdependencies and Escalation Potential: The classification considers the potential for the incident to escalate or
affect interconnected systems and processes. This is particularly relevant in MWAA’s OT environment, where the

interdependence of control systems can amplify the impact of an incident.

By applying these classification criteria, MWAA ensures that its incident response efforts are aligned with the severity
and potential impact of each incident, enabling a focused and efficient approach to safeguarding its critical
infrastructure and ensuring the reliability of water services. This structured classification process is integral to MWAA’s
overall cybersecurity strategy and resilience planning.
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6. Tools and Resources

The Municipal Water Authority of Aliquippa (MWAA) employs a robust suite of tools and resources to enhance its
cybersecurity posture, particularly in detecting and responding to potential threats. These tools are integral to
maintaining the security of both information technology (IT) and operational technology (OT) systems, ensuring the
protection of critical infrastructure and the continuity of essential services. This section details the detection tools
utilized by MWAA to monitor and safeguard its network environments.

6.1 Detection Tools

Detection tools are essential for identifying and alerting on potential security threats within MWAA's network. These
tools provide the foundation for proactive threat management and incident response, enabling the organization to
detect and address vulnerabilities promptly.

Intrusion Detection Systems (IDS)

e Functionality: Intrusion Detection Systems (IDS) are deployed across MWAA’s network to monitor traffic and detect
suspicious activities that may indicate a security breach. These systems analyze network packets in real-time,
comparing them against known threat signatures and behavior patterns to identify potential intrusions.

e Deployment in OT Environment: Given the critical nature of MWAA's OT systems, IDS are strategically deployed to
monitor SCADA networks and PLC communications. This specialized deployment helps detect anomalies specific to
industrial control systems, such as unauthorized command sequences or unexpected data flows, which could
indicate an attempt to disrupt water treatment processes.

e Alerting and Response: When a potential threat is detected, the IDS generates alerts that are immediately reviewed
by the Incident Response Team (IRT). This allows for rapid assessment and initiation of containment measures to
prevent escalation.

Security Information and Event Management (SIEM)

e Centralized Monitoring: The Security Information and Event Management (SIEM) platform serves as the central hub
for aggregating and analyzing security data from across MWAA’s IT and OT environments. It collects logs and event
data from various sources, including firewalls, servers, and IDS, providing a comprehensive view of the
organization’s security posture.

o Advanced Analytics: MWAA’s SIEM leverages advanced analytics and machine learning algorithms to correlate
events and identify patterns indicative of complex threats. This capability is crucial for detecting sophisticated
attacks that may evade traditional security measures.

e Real-time Dashboards and Reporting: The SIEM provides real-time dashboards and automated reporting features,
enabling the IRT to visualize security events and trends. This facilitates informed decision-making and enhances the
organization’s ability to respond swiftly to emerging threats.

Endpoint Detection and Response (EDR)

e Endpoint Protection: Endpoint Detection and Response (EDR) solutions are deployed on all endpoints within
MWAA'’s network, including workstations, laptops, and servers. EDR tools monitor endpoint activities for signs of
malicious behavior, such as unauthorized access attempts or unusual file modifications.

o Threat Hunting and Forensics: EDR solutions provide MWAA with advanced threat hunting capabilities, allowing
security analysts to proactively search for indicators of compromise across endpoints. Additionally, EDR tools
support forensic analysis by capturing detailed endpoint activity logs, which are invaluable for post-incident
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e Integration with OT Systems: In the OT environment, EDR solutions are adapted to protect endpoints that interact

with control systems, ensuring that any compromise does not impact critical infrastructure operations. This includes
monitoring engineering workstations and other devices that interface with SCADA systems.

By leveraging these detection tools, MWAA enhances its ability to identify and mitigate cybersecurity threats, ensuring
the security and resilience of its critical infrastructure. The integration of these tools across IT and OT environments
underscores MWAA's commitment to maintaining a robust cybersecurity framework that protects its operations and the
communities it serves.

6.2 Analysis Tools

The Municipal Water Authority of Aliquippa (MWAA) employs a comprehensive suite of analysis tools to thoroughly
investigate and understand cybersecurity incidents. These tools are essential for conducting detailed examinations of
security events, enabling the organization to identify root causes, assess impacts, and develop effective mitigation
strategies. The analysis tools used by MWAA are tailored to address the unique challenges of both information
technology (IT) and operational technology (OT) environments.

Forensic Analysis Software

e Purpose and Capabilities: Forensic analysis software is utilized by MWAA to conduct in-depth investigations of
cybersecurity incidents. These tools allow the Incident Response Team (IRT) to capture and analyze digital evidence
from compromised systems, providing a clear understanding of how an incident occurred and its scope.

e Application in IT and OT: In the IT environment, forensic tools are used to examine hard drives, memory dumps, and
network traffic to uncover evidence of unauthorized access or data exfiltration. In the OT environment, these tools
are adapted to analyze data from SCADA systems and PLCs, helping to identify any manipulation or interference
with control processes.

e Chain of Custody and Legal Considerations: MWAA ensures that all forensic investigations maintain a strict chain of
custody for digital evidence, preserving its integrity for potential legal proceedings. This involves documenting the
collection, analysis, and storage of evidence to support compliance with regulatory requirements and industry
standards.

Malware Analysis Tools

e Malware Identification and Dissection: Malware analysis tools are critical for understanding the behavior and
characteristics of malicious software that may target MWAA'’s systems. These tools enable security analysts to
dissect malware samples, identifying their functionality, command and control mechanisms, and potential impacts
on both IT and OT environments.

e Dynamic and Static Analysis: MWAA employs both dynamic and static analysis techniques to study malware.
Dynamic analysis involves executing malware in a controlled environment to observe its behavior, while static
analysis examines the code without execution to identify embedded functionalities and vulnerabilities.

e Protection of OT Systems: Given the potential for malware to disrupt critical infrastructure, MWAA places a strong
emphasis on analyzing malware that could affect OT systems. This includes assessing the potential for malware to
interfere with control signals or data integrity within SCADA networks, ensuring that appropriate countermeasures
are implemented.
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Log Analysis Tools

e Comprehensive Log Review: Log analysis tools are used to review and interpret vast amounts of log data generated
by MWAA'’s IT and OT systems. These tools help the IRT to identify patterns, anomalies, and indicators of
compromise that may signal a security incident.

e Centralized Log Management: Logs from various sources, including firewalls, IDS, servers, and SCADA systems, are
aggregated into a centralized log management system. This allows for efficient correlation and analysis of events
across the entire network, providing a holistic view of the organization’s security posture.

e Real-time and Historical Analysis: MWAA utilizes log analysis tools for both real-time monitoring and historical
investigations. Real-time analysis helps detect ongoing threats, while historical analysis supports post-incident
investigations and the identification of trends or recurring issues.

By leveraging these analysis tools, MWAA enhances its ability to conduct thorough investigations of cybersecurity
incidents, ensuring that all potential threats are understood and addressed effectively. This comprehensive approach to
analysis is integral to maintaining the security and resilience of MWAA's critical infrastructure and ensuring the
continued delivery of essential water services.

6.3 Communication Tools

Effective communication is essential for managing cybersecurity incidents at the Municipal Water Authority of Aliquippa
(MWAA). The organization utilizes a range of communication tools to ensure timely and secure information exchange
during incident response efforts. These tools facilitate coordination among the Incident Response Team (IRT), internal
stakeholders, and external partners, ensuring a cohesive and efficient response to threats.

Incident Management Software

e Centralized Coordination: MWAA employs incident management software to centralize the coordination of incident
response activities. This software provides a unified platform for tracking incidents from detection through
resolution, ensuring that all team members have access to the latest information and updates.

e Task Assignment and Tracking: The software enables the IRT to assign tasks, set priorities, and track progress in
real-time. This functionality ensures that response efforts are organized and that all necessary actions are completed
efficiently.

e Documentation and Reporting: Incident management software also facilitates comprehensive documentation of
incidents, capturing details such as timelines, actions taken, and outcomes. This documentation is critical for post-
incident reviews and for maintaining compliance with regulatory requirements.

Secure Communication Channels

e Confidential Information Exchange: MWAA prioritizes the use of secure communication channels to protect
sensitive information during incident response. These channels include encrypted email services, secure messaging
apps, and virtual private networks (VPNs) to ensure that all communications remain confidential and protected from
unauthorized access.

e ICS/OT Specifics: In the OT environment, secure communication channels are particularly important for coordinating
with personnel responsible for SCADA systems and PLCs. Ensuring the confidentiality and integrity of
communications related to these critical systems is essential for maintaining operational security and resilience.

e Real-time Collaboration: Secure communication tools support real-time collaboration among IRT members,
enabling quick decision-making and coordination during incidents. This capability is vital for responding to rapidly
evolving threats and ensuring that all team members are aligned in their efforts.
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Crisis Communication Platforms

e Public and Media Engagement: MWAA utilizes crisis communication platforms to manage interactions with the
public and media during significant cybersecurity incidents. These platforms provide the tools needed to
disseminate accurate and timely information, helping to maintain public trust and manage the organization’s
reputation.

e  Multi-channel Communication: Crisis communication platforms support multi-channel outreach, allowing MWAA to
communicate via social media, press releases, and direct notifications. This ensures that all stakeholders, including
customers and regulatory bodies, receive consistent and transparent updates.

e Preparedness and Training: The platforms also support preparedness efforts by allowing MWAA to develop and test
communication strategies through simulations and drills. This ensures that the organization is ready to communicate
effectively during actual incidents, minimizing confusion and misinformation.

By leveraging these communication tools, MWAA enhances its ability to manage cybersecurity incidents effectively,
ensuring that all stakeholders are informed and engaged throughout the response process. This comprehensive
approach to communication is integral to the organization’s commitment to maintaining the security and reliability of its
critical infrastructure.
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7. Metrics and Reporting

Metrics and reporting are critical components of the Incident Response Plan at the Municipal Water Authority of

Aliquippa (MWAA). By systematically tracking and analyzing incident-related data, MWAA can assess the effectiveness of
its cybersecurity efforts, identify areas for improvement, and ensure accountability. This section outlines the key
incident metrics that MWAA monitors to evaluate its incident response performance, with a focus on both information
technology (IT) and operational technology (OT) environments.

7.1 Incident Metrics

Incident metrics provide valuable insights into the efficiency and effectiveness of MWAA's incident response processes.
These metrics are used to inform decision-making, drive continuous improvement, and demonstrate the organization’s
commitment to maintaining a robust cybersecurity posture.

Number of Incidents

e Tracking Incidents Over Time: MWAA tracks the total number of cybersecurity incidents over time to identify trends
and patterns. This data helps the organization understand the frequency and nature of threats it faces, allowing for
targeted improvements in security measures and resource allocation.

e (Categorization by Type and Severity: Incidents are categorized by type (e.g., malware, unauthorized access) and
severity (e.g., low, medium, high, critical) to provide a detailed understanding of the threat landscape. This
categorization supports strategic planning and prioritization of response efforts.

e ICS/OT Specifics: In the OT environment, special attention is given to incidents affecting SCADA systems and PLCs.
Tracking incidents specific to these systems helps MWAA assess the effectiveness of its OT security measures and
identify potential vulnerabilities in critical infrastructure.

Time to Detection

e Measuring Detection Efficiency: The time taken to detect incidents is a key metric for evaluating the efficiency of
MWAA’s monitoring and detection capabilities. Shorter detection times indicate a more proactive security posture
and a reduced window of opportunity for attackers.

e Continuous Improvement: MWAA uses time to detection metrics to identify areas for improvement in its detection
tools and processes. This includes refining alert thresholds, enhancing threat intelligence feeds, and conducting
regular training for security analysts.

e Impact on OT Systems: Rapid detection is particularly important in the OT environment, where delays can lead to
significant operational disruptions. MWAA prioritizes the detection of anomalies in control systems to prevent
potential impacts on water treatment and distribution processes.

Time to Containment

e Assessing Containment Effectiveness: The time taken to contain incidents measures the effectiveness of MWAA's
immediate response efforts. Quick containment minimizes the spread of threats and reduces the potential impact
on operations.

e Strategies for Improvement: MWAA analyzes time to containment metrics to refine its incident response
procedures, enhance coordination among response teams, and ensure that containment measures are executed
swiftly and effectively.

e OT Environment Considerations: In the OT environment, containment strategies must balance the need to isolate
threats with the requirement to maintain continuous operations. MWAA focuses on minimizing containment times
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Time to Recovery

e Evaluating Recovery Processes: The time taken to recover from incidents reflects the efficiency of MWAA’s recovery
efforts. Shorter recovery times indicate effective restoration processes and the resilience of the organization’s
infrastructure.

e Recovery Planning and Testing: MWAA uses time to recovery metrics to assess the effectiveness of its recovery
plans and to identify opportunities for improvement. This includes testing backup and restoration procedures,
enhancing system configurations, and ensuring that recovery efforts are well-coordinated.

e Integration with OT Systems: In the OT environment, recovery efforts focus on restoring control systems to their
normal operational state while ensuring the integrity and safety of water services. MWAA prioritizes the rapid
recovery of SCADA systems and PLCs to minimize service disruptions.

By monitoring these incident metrics, MWAA gains valuable insights into its cybersecurity performance, enabling the
organization to enhance its incident response capabilities and ensure the continued protection of its critical
infrastructure. This data-driven approach supports MWAA’s commitment to maintaining a secure and resilient
operational environment.

7.2 Reporting

Reporting is a critical function within the Incident Response Plan at the Municipal Water Authority of Aliquippa (MWAA),
ensuring transparency, accountability, and continuous improvement in cybersecurity practices. Through regular and
post-incident reports, MWAA provides detailed insights into incident response efforts, enabling informed decision-
making and strategic planning. This section outlines the reporting mechanisms employed by MWAA, with a focus on
both information technology (IT) and operational technology (OT) systems.

Regular Reports

e Frequency and Audience: MWAA provides regular reports on incident response metrics and trends to senior
management. These reports are typically generated on a monthly or quarterly basis, depending on the volume and
severity of incidents. They are presented to key stakeholders, including the MWAA Director, Operations Manager,
and the Board of Directors, to ensure that leadership is informed of the organization’s cybersecurity posture.

o Content and Metrics: Regular reports include detailed metrics such as the number of incidents, time to detection,
time to containment, and time to recovery. These metrics are analyzed to identify trends, assess the effectiveness of
current security measures, and highlight areas for improvement.

e |CS/OT Specifics: Given the critical nature of MWAA’s OT environment, regular reports include specific insights into
incidents affecting SCADA systems and PLCs. This includes analysis of any operational disruptions, the effectiveness
of containment and recovery efforts, and recommendations for enhancing OT security measures.

e Strategic Recommendations: In addition to metrics, regular reports provide strategic recommendations for
improving incident response capabilities. This may include suggestions for investing in new technologies, enhancing
staff training, or refining incident response procedures.

Post-Incident Reports

e Comprehensive Analysis: Following significant incidents, MWAA produces detailed post-incident reports. These
reports provide a comprehensive analysis of the incident, including timelines, actions taken, and the overall impact
on operations. They serve as a critical tool for understanding the root cause of the incident and identifying lessons
learned.
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e Root Cause Analysis: Post-incident reports include a thorough root cause analysis, examining how the incident

occurred and the factors that contributed to its impact. This analysis helps MWAA identify vulnerabilities and
implement measures to prevent similar incidents in the future.

e Lessons Learned: Each post-incident report highlights key lessons learned from the incident, providing insights into
what worked well and what could be improved. These lessons inform future incident response efforts and
contribute to the organization’s continuous improvement culture.

e OT Environment Considerations: For incidents impacting the OT environment, post-incident reports include specific
assessments of the effects on water treatment and distribution processes. This includes evaluating the effectiveness
of response strategies and making recommendations for enhancing the resilience of critical infrastructure.

e Distribution and Review: Post-incident reports are distributed to all relevant stakeholders, including senior
management, IT and OT teams, and external partners as necessary. They are reviewed in detail to ensure that all
insights and recommendations are considered and integrated into future planning.

By implementing these reporting mechanisms, MWAA ensures that its incident response efforts are transparent, data-
driven, and aligned with organizational goals. This commitment to comprehensive reporting supports MWAA’s mission
to protect its critical infrastructure and maintain the trust of the communities it serves.
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8. Legal and Regulatory Considerations

The Municipal Water Authority of Aliquippa (MWAA) operates within a complex legal and regulatory framework that
governs its cybersecurity practices. Ensuring compliance with relevant data protection laws and industry standards is
essential for maintaining the integrity of MWAA’s operations, protecting customer data, and upholding public trust. This
section outlines the key compliance requirements that MWAA adheres to as part of its incident response efforts, with
particular attention to both information technology (IT) and operational technology (OT) systems.

8.1 Compliance

Compliance with data protection regulations and industry standards is a critical component of MWAA’s cybersecurity
strategy. By adhering to these requirements, MWAA ensures that its practices align with legal obligations and best
practices, reducing the risk of legal liabilities and enhancing its overall security posture.

Data Protection Regulations

e General Data Protection Regulation (GDPR): Although MWAA primarily serves customers within the United States,
it recognizes the importance of adhering to global data protection standards such as the GDPR. This regulation
mandates strict controls over the processing and storage of personal data, ensuring that customer information is
handled with the utmost care and transparency.

e (California Consumer Privacy Act (CCPA): MWAA complies with the CCPA, which grants California residents specific
rights regarding their personal data. This includes the right to know what data is being collected, the right to access
and delete personal data, and the right to opt-out of data sales. MWAA’s data handling practices are designed to
uphold these rights, ensuring that customer privacy is protected.

o Data Breach Notification: Compliance with data protection regulations includes timely notification of affected
individuals and regulatory bodies in the event of a data breach. MWAA has established protocols to ensure that
notifications are issued promptly and in accordance with legal requirements, minimizing the impact on affected
parties.

Industry Standards

e Payment Card Industry Data Security Standard (PCI-DSS): While MWAA's primary operations focus on water and
wastewater services, it also processes customer payments. Compliance with PCI-DSS ensures that all payment card
transactions are conducted securely, protecting cardholder data from theft and fraud.

o Health Insurance Portability and Accountability Act (HIPAA): Although not directly applicable to MWAA's core
operations, HIPAA serves as a benchmark for protecting sensitive information. MWAA applies similar standards to
safeguard any health-related data it may handle, ensuring that privacy and security are maintained.

e Water Sector-Specific Standards: As a public utility, MWAA adheres to industry-specific standards and guidelines
designed to protect critical infrastructure. This includes compliance with directives from the Environmental
Protection Agency (EPA) and other regulatory bodies that oversee water safety and security.

e ICS/OT Considerations: In the OT environment, compliance extends to standards specific to industrial control
systems. This includes implementing security measures that protect SCADA systems and PLCs from cyber threats,
ensuring the continued safe operation of water treatment and distribution processes.

By ensuring compliance with these data protection regulations and industry standards, MWAA demonstrates its
commitment to safeguarding customer information and critical infrastructure. This proactive approach to legal and
regulatory considerations supports MWAA’s mission to provide safe, reliable, and secure water services to the
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9. Appendix: Playbooks
The appendix of the Municipal Water Authority of Aliquippa (MWAA) Incident Response Plan includes detailed

playbooks designed to guide the organization through specific types of cybersecurity incidents. These playbooks provide
step-by-step instructions tailored to address the unique challenges and requirements of MWAA’s operational
environment, including both information technology (IT) and operational technology (OT) systems. Each playbook is
crafted to ensure a swift and effective response, minimizing impact and facilitating recovery.

9.1 Malicious Code Incident Response Playbook

e Objective: To identify, contain, and eradicate malicious code from MWAA’s IT and OT environments, ensuring
minimal disruption to operations and data integrity.

e Detection and Analysis: Utilize endpoint detection and response (EDR) tools and intrusion detection systems (IDS)
to identify malicious code. Conduct a thorough analysis to understand its behavior, origin, and potential impact on
SCADA systems and PLCs.

e Containment: Isolate affected systems from the network to prevent further spread. In the OT environment, ensure
that critical control systems are protected and continue to operate safely.

e Eradication and Recovery: Use malware removal tools to clean infected systems. Restore systems using clean
backups and validate configurations, particularly for OT components.

e Post-Incident Review: Document findings and update security measures to prevent recurrence.

9.2 Ransomware Incident Response Playbook

e Objective: To effectively respond to and recover from ransomware attacks, ensuring the continuity of critical water
services.

e Detection: Monitor for indicators of ransomware, such as anomalous file encryption activities or ransom notes. Use
SIEM tools to correlate events and identify affected systems.

e Containment: Disconnect infected systems to halt encryption processes. Implement network segmentation to
protect unaffected areas, including critical OT systems.

o Negotiation and Decryption: Evaluate the risks and benefits of paying ransom. Engage with law enforcement and
cybersecurity experts for guidance. Utilize decryption tools if available.

e Recovery: Restore data from secure backups. Validate the integrity of restored systems, especially those controlling
water treatment processes.

e Lessons Learned: Analyze the incident to strengthen defenses against future ransomware threats.

9.3 Denial of Service Incident Response Playbook

e Objective: To mitigate and recover from denial of service (DoS) attacks that disrupt MWAA's online services or
network availability.

e Detection: Use network monitoring tools to identify unusual traffic patterns indicative of a DoS attack. Prioritize
monitoring of systems critical to customer service and operational management.

e Mitigation: Implement rate limiting, traffic filtering, and load balancing to manage and mitigate attack traffic.
Collaborate with internet service providers for additional support.

e Recovery: Restore normal service levels by ensuring that all systems are operational and secure. Verify that OT
systems are unaffected by the attack.

e Review and Strengthen: Conduct a post-incident analysis to identify vulnerabilities and improve network resilience.
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9.4 Insider Threat Incident Response Playbook

e Objective: To detect, investigate, and mitigate threats posed by insiders with access to MWAA’s sensitive systems
and data.

e Detection: Monitor user activities for signs of unauthorized access or data exfiltration. Use behavioral analytics to
identify anomalies in user behavior.

e Investigation: Conduct a thorough investigation to determine the scope and intent of the insider threat. Involve HR
and legal teams to ensure compliance with organizational policies and legal requirements.

e Mitigation: Revoke access and secure affected systems. Implement additional access controls and monitoring to
prevent further incidents.

e Recovery and Prevention: Restore affected operations and data. Enhance security awareness and training programs
to mitigate future insider threats.

9.5 Cloud Services Compromise Incident Response Playbook

e Objective: To respond to and recover from incidents involving the compromise of cloud-based services used by
MWAA.

e Detection: Monitor cloud service logs for unauthorized access or unusual activities. Use cloud security tools to
detect potential breaches.

e Containment: Revoke compromised credentials and isolate affected cloud resources. Coordinate with cloud service
providers for additional support.

¢ Remediation: Conduct a detailed investigation to determine the extent of the compromise. Implement security
patches and configuration changes to secure cloud services.

e Restoration and Validation: Restore data and services from secure backups. Validate the security of restored cloud
environments to ensure ongoing protection.

e Continuous Improvement: Review the incident to identify areas for improvement in cloud security practices.

These playbooks ensure that MWAA is prepared to respond effectively to a wide range of cybersecurity incidents,
protecting its critical infrastructure and maintaining the reliability of water services for the community.

December 10, 2024



