1. Introduction

Introduction

Stryker, a leading U.S. medical device company, is at the forefront of innovation in the healthcare industry. With a
commitment to enhancing patient care and advancing medical technology, Stryker has established a robust
infrastructure that supports its operations across various domains. As a company dealing with sensitive healthcare data
and critical medical device technology, ensuring the security and integrity of its information systems is paramount.

In an industry where the stakes are high, Stryker's multi-tier cloud infrastructure and hybrid architecture play a critical
role in delivering reliable and secure services. Utilizing a combination of AWS, Azure, and GCP services, Stryker has built
a flexible and scalable environment that supports both modern cloud-based applications and critical legacy systems
housed in its on-premises data center. This hybrid approach allows Stryker to leverage the best of both worlds, ensuring
agility and resilience in its operations.

The complexity of Stryker's IT environment, which includes a mix of cloud-native and on-premises systems, necessitates
a comprehensive and tailored Incident Response (IR) Plan. This plan is designed to address the unique challenges posed
by Stryker's infrastructure, including the protection of sensitive patient data, the integrity of medical device software,
and the continuity of critical healthcare services.

Stryker's IR Plan is a strategic document that outlines the procedures and processes to be followed in the event of a
cybersecurity incident. It is crafted to ensure rapid detection, containment, and recovery from incidents, minimizing
potential impacts on the company's operations and reputation. The plan is aligned with industry best practices and
regulatory requirements, reflecting Stryker's commitment to maintaining the highest standards of cybersecurity.

The following sections of the IR Plan provide detailed guidance on the roles and responsibilities of Stryker's IT, OT,
Cyber-Security, and Leadership staff, ensuring a coordinated and effective response to any incident. By fostering a
culture of security awareness and preparedness, Stryker aims to safeguard its technological assets and continue its
mission of improving healthcare outcomes worldwide.

1.1 Purpose

Purpose

The purpose of the Stryker Incident Response (IR) Plan is to provide a structured and systematic approach to managing
and mitigating cybersecurity incidents that may impact the company's operations, data integrity, and reputation. As a
leader in the medical device industry, Stryker is entrusted with sensitive healthcare information and critical
technological assets. Therefore, it is imperative to have a robust IR Plan that ensures the swift identification,
assessment, and resolution of security incidents.

Key objectives of the IR Plan include:

e Safeguarding Patient Information: Protecting the confidentiality, integrity, and availability of patient data is a top
priority for Stryker. The IR Plan outlines specific measures to prevent unauthorized access and data breaches,
thereby maintaining compliance with healthcare regulations such as HIPAA.



e Ensuring Business Continuity: The plan aims to minimize disruptions to Stryker's operations by providing clear
guidelines for maintaining service availability and operational resilience during and after an incident.

e Protecting Technological Assets: Given the critical nature of Stryker's medical devices and software, the IR Plan
includes strategies to protect these assets from cyber threats, ensuring their reliability and safety for end-users.

e Maintaining Regulatory Compliance: Stryker operates in a highly regulated industry, and the IR Plan is designed to
ensure compliance with relevant laws and regulations, including FDA cybersecurity guidelines for medical devices.

e Enhancing Incident Detection and Response: The plan emphasizes the importance of rapid detection and response
to incidents through the use of advanced threat detection services and continuous monitoring of Stryker's IT
environment.

o Facilitating Effective Communication: Clear communication channels and protocols are established within the IR
Plan to ensure timely and accurate dissemination of information to all stakeholders, including IT, OT, Cyber-Security,
and Leadership staff.

e Improving Security Posture: By regularly reviewing and updating the IR Plan, Stryker aims to enhance its overall
security posture, adapting to emerging threats and evolving industry standards.

In summary, the IR Plan serves as a critical component of Stryker's cybersecurity strategy, providing a comprehensive
framework to protect its assets, maintain trust with stakeholders, and support the company's mission to innovate and
deliver high-quality medical solutions.

1.2 Scope

Scope

The Stryker Incident Response (IR) Plan encompasses all organizational personnel, systems, and third-party partners that
are involved in the detection, management, and resolution of cybersecurity incidents. This inclusive scope ensures a
comprehensive approach to incident response, aligning with Stryker's commitment to safeguarding its operations and
sensitive data across its extensive network and partnerships.

Personnel

o IT Staff: Responsible for maintaining and securing Stryker's IT infrastructure, IT staff are crucial in implementing the
IR Plan. Their role includes monitoring systems for unusual activity, executing technical response actions, and
supporting recovery efforts.

e OT Staff: Given the integration of operational technology in Stryker's medical devices and manufacturing processes,
OT staff play a vital role in protecting these systems from cyber threats. Their involvement ensures that both IT and
OT environments are secured and that any incident is managed effectively.

e Cyber-Security Staff: Tasked with leading the incident response efforts, the cybersecurity team is responsible for
coordinating the detection, analysis, and mitigation of incidents. They provide expertise and guidance to other
teams and ensure adherence to the IR Plan.

o Leadership Staff: Executive and managerial staff are responsible for strategic decision-making and communication.
They ensure that resources are allocated appropriately and that the organization's response aligns with business
objectives and regulatory requirements.

Systems

e Cloud Infrastructure: The IR Plan covers all systems within Stryker's multi-tier cloud environment, including AWS,
Azure, and GCP services. This includes virtual machines, databases, content delivery networks, and security solutions
that protect public-facing applications.



On-Premises Data Center: Critical legacy applications and sensitive data housed in Stryker's on-premises data center
are within the scope of the IR Plan. This includes systems connected via site-to-site VPN or dedicated network
connections.

Hybrid Systems: Systems that bridge cloud and on-premises environments, such as identity federation and data
synchronization services, are also included. The plan addresses the unique challenges of managing incidents in these
hybrid configurations.

Third-Party Partners

Service Providers: The IR Plan extends to third-party service providers involved in Stryker's operations, from cloud
service vendors to security solution providers. Clear roles and responsibilities are defined for these partners to
ensure a coordinated incident response.

Supply Chain Partners: Recognizing the interconnected nature of the healthcare industry, the IR Plan includes
protocols for engaging with supply chain partners whose systems or data may be affected by an incident.

By encompassing all relevant personnel, systems, and partners, the Stryker IR Plan ensures a unified and effective

response to any cybersecurity incident, reinforcing the company's resilience and commitment to security excellence.

1.3 Objectives

Objectives

The Stryker Incident Response (IR) Plan is designed with specific objectives to ensure that the organization can

effectively manage and mitigate the consequences of cybersecurity incidents. These objectives guide the response

efforts, ensuring alignment with Stryker's strategic goals and regulatory obligations.

Minimize the Impact of Incidents: The primary objective of the IR Plan is to reduce the potential damage and
disruption caused by cybersecurity incidents. This involves rapid detection, containment, and mitigation strategies
to protect Stryker's assets, including sensitive patient data and critical medical device systems. By minimizing
impact, Stryker aims to maintain trust with its patients, partners, and stakeholders.

Restore Affected Services Promptly: Ensuring the continuity of operations is crucial for Stryker, especially given the
life-critical nature of its products and services. The IR Plan outlines procedures to restore normal operations as
quickly as possible, leveraging backup systems and disaster recovery protocols. This objective prioritizes the swift
resumption of services to minimize downtime and maintain patient care standards.

Ensure Timely and Effective Communication: Effective communication is vital during an incident, both internally
and externally. The IR Plan establishes clear communication protocols to ensure that all relevant parties, including
IT, OT, Cyber-Security, and Leadership staff, are informed and coordinated. Additionally, the plan provides guidelines
for external communication with regulators, partners, and the public, ensuring transparency and trust.

Comply with Legal and Regulatory Requirements: Stryker operates in a highly regulated environment, with
obligations under healthcare regulations such as HIPAA and FDA guidelines for medical devices. The IR Plan is
designed to ensure compliance with these requirements, detailing the necessary steps to report incidents to
regulatory bodies and maintain audit trails for accountability.

Learn from Incidents to Improve Future Response Efforts: Continuous improvement is a cornerstone of Stryker's
approach to incident response. The IR Plan includes mechanisms for post-incident analysis and review, allowing the
organization to identify lessons learned and refine its response strategies. By fostering a culture of learning and
adaptation, Stryker enhances its resilience against future threats.



Through these objectives, the Stryker IR Plan aims to protect the organization's assets, maintain operational continuity,
and uphold its reputation as a leader in the medical device industry while ensuring compliance and fostering a proactive
security posture.

2. Incident Response Team (IRT)

Incident Response Team (IRT)

2.1 Structure

The Incident Response Team (IRT) at Stryker is a multidisciplinary group tasked with managing and mitigating
cybersecurity incidents. The team is structured to ensure a comprehensive and coordinated response, leveraging
expertise from various domains to address the complex challenges of incident management. Each role within the IRT is
critical to the success of the response efforts, ensuring that incidents are handled efficiently and effectively.

e Incident Response Manager/Commander: The Incident Response Manager, led by John Matthews, is responsible
for overseeing the entire incident response effort. This role involves coordinating the activities of the IRT, making
strategic decisions, and ensuring that the incident response aligns with Stryker's objectives and priorities. The
Incident Response Manager acts as the primary point of contact for senior leadership and provides regular updates
on the status of the incident.

e Technical Lead: The Technical Lead, Sarah Chen, coordinates the technical analysis and remediation efforts. This role
involves identifying the root cause of the incident, implementing containment and eradication measures, and
restoring affected systems. The Technical Lead works closely with IT and OT staff to ensure that technical solutions
are implemented effectively and that the organization's infrastructure is protected from further threats.

e Communications Lead: The Communications Lead, David Wilson, manages all internal and external communications
related to the incident. This role ensures that accurate and timely information is disseminated to all stakeholders,
including employees, partners, and regulatory bodies. The Communications Lead develops communication
strategies and messaging to maintain transparency and trust throughout the incident response process.

o Legal Advisor: The Legal Advisor, Emily Grant, ensures that the incident response efforts comply with all legal and
regulatory requirements. This role involves advising the IRT on legal implications, coordinating with external legal
counsel if necessary, and managing any legal documentation related to the incident. The Legal Advisor plays a crucial
role in ensuring that Stryker's response aligns with industry regulations and standards.

o HR Representative: The HR Representative, Michael Thompson, handles any personnel issues that may arise during
the incident response. This role involves managing employee communications, addressing any human resource
concerns, and ensuring that staff involved in the incident response are supported and informed. The HR
Representative also coordinates any necessary training or awareness programs post-incident.

e Public Relations Officer: The Public Relations Officer, Jessica Lee, manages public communications and media
relations during an incident. This role involves crafting public statements, responding to media inquiries, and
ensuring that Stryker's public image is maintained. The Public Relations Officer works closely with the
Communications Lead to ensure consistent messaging across all channels.

o Note Taker: The Note Taker, Alex Rivera, is responsible for documenting the incident proceedings and taking key
notes. This role involves maintaining a detailed record of all actions taken, decisions made, and communications
exchanged during the incident response. The documentation provided by the Note Taker is essential for post-
incident analysis and reporting, ensuring that lessons learned are captured and applied to future response efforts.



Together, the IRT at Stryker is equipped to handle cybersecurity incidents with precision and professionalism, ensuring
the protection of the organization's assets and the continuity of its operations.

2.2 Responsibilities

2.2 Responsibilities

The Incident Response Team (IRT) at Stryker is entrusted with a range of responsibilities that are essential for the
effective management of cybersecurity incidents. These responsibilities ensure that the organization is prepared to
respond to incidents promptly and effectively, minimizing potential impacts and maintaining operational continuity.

e Develop and Maintain the CIRP: The IRT is responsible for the development and ongoing maintenance of the
Cybersecurity Incident Response Plan (CIRP). This involves regularly reviewing and updating the plan to reflect
changes in the threat landscape, technological advancements, and organizational priorities. The IRT ensures that the
CIRP is comprehensive, aligned with industry best practices, and tailored to Stryker's specific needs.

e Conduct Regular Training and Simulations: To ensure readiness, the IRT conducts regular training sessions and
simulations for all relevant personnel. These exercises are designed to test the effectiveness of the CIRP, identify
potential gaps, and enhance the team's response capabilities. By simulating real-world scenarios, the IRT ensures
that all team members are familiar with their roles and responsibilities during an incident.

e Maintain Incident Response Tools and Resources: The IRT is responsible for maintaining the tools and resources
necessary for effective incident response. This includes ensuring that all software, hardware, and communication
tools are up-to-date and functioning properly. The IRT also manages access to specialized tools for threat detection,
analysis, and remediation, ensuring that the team is equipped to handle any incident.

e Coordinate Response Activities During an Incident: During an incident, the IRT coordinates all response activities,
ensuring a unified and efficient approach. This involves managing the flow of information, directing technical and
operational actions, and liaising with internal and external stakeholders. The IRT ensures that all response efforts are
aligned with Stryker's strategic objectives and that incidents are resolved as quickly as possible.

e Document and Report on Incidents and Response Actions: Accurate documentation is a critical aspect of incident
response. The IRT is responsible for documenting all aspects of an incident, including the actions taken, decisions
made, and communications exchanged. This documentation serves as a valuable resource for post-incident analysis
and reporting, allowing Stryker to learn from each incident and improve future response efforts. The IRT also
prepares detailed reports for senior leadership and regulatory bodies, ensuring transparency and accountability.

Through these responsibilities, the IRT at Stryker plays a vital role in safeguarding the organization's technological assets
and ensuring the continuity of its operations in the face of cybersecurity threats.

3. Incident Response Lifecycle

3. Incident Response Lifecycle

3.1 Preparation

Preparation is a critical phase in the Incident Response Lifecycle at Stryker, ensuring that the organization is equipped to
handle cybersecurity incidents effectively. This phase involves establishing robust policies, deploying necessary tools,
and enhancing the skills and awareness of personnel across the organization.



e Policy and Procedure Development: The foundation of Stryker's incident response capabilities is the development
of comprehensive policies and procedures. These documents define the framework for responding to incidents,
outlining roles, responsibilities, and processes to be followed. Led by the Incident Response Manager, John
Matthews, the policy development team collaborates with stakeholders from IT, OT, Cyber-Security, and Legal
departments to ensure that the procedures are aligned with organizational goals and regulatory requirements.
Regular reviews and updates ensure that the policies remain relevant and effective in the face of evolving threats.

e Incident Response Tools: Stryker invests in a suite of advanced tools designed for the detection, analysis, and
response to cybersecurity incidents. This includes threat detection platforms such as AWS GuardDuty, Azure
Defender, and GCP Security Command Center, which provide real-time monitoring and alerting capabilities. The
Technical Lead, Sarah Chen, oversees the deployment and maintenance of these tools, ensuring they are configured
correctly and integrated into Stryker's IT infrastructure. By maintaining a robust set of tools, Stryker enhances its
ability to quickly identify and respond to potential threats.

e Training and Awareness: Regular training and awareness programs are conducted to ensure that the Incident
Response Team and all organizational personnel are prepared to respond to incidents effectively. These programs,
coordinated by HR Representative Michael Thompson, include hands-on workshops, simulated incident exercises,
and awareness campaigns. Training sessions are tailored to different roles within the organization, ensuring that
everyone understands their responsibilities and the importance of cybersecurity. By fostering a culture of awareness
and preparedness, Stryker reduces the likelihood of incidents occurring and enhances its overall security posture.

Through these preparation activities, Stryker establishes a solid foundation for its incident response efforts, ensuring
that the organization is ready to face any cybersecurity challenges that may arise.

3.2 Identification

3.2 Identification

The identification phase is crucial in the Incident Response Lifecycle at Stryker, focusing on the early detection and
accurate classification of potential cybersecurity incidents. This phase ensures that threats are promptly recognized and
assessed, allowing for timely and effective response actions.

e Monitoring: Stryker employs continuous monitoring of its networks and systems to detect signs of potential
incidents. Utilizing a combination of cloud-native logging and monitoring services such as AWS CloudTrail, Azure
Monitor, and GCP Cloud Logging, the IT and Cyber-Security teams maintain a vigilant watch over the organization's
digital environment. These tools provide real-time visibility into system activities, enabling the detection of
anomalies or suspicious behaviors that may indicate a security breach. The monitoring efforts are complemented by
threat detection services like AWS GuardDuty and Azure Defender, which offer advanced threat intelligence and
automated alerting.

e Detection and Analysis: The process of detecting and analyzing potential incidents at Stryker involves both
automated systems and manual oversight. Automated detection tools are configured to identify known threats and
patterns of malicious activity, triggering alerts for further investigation. Upon receiving an alert, the Technical Lead,
Sarah Chen, and her team conduct a thorough analysis to determine the nature and scope of the potential incident.
This involves examining log files, network traffic, and system configurations to identify indicators of compromise.
Manual analysis by skilled cybersecurity professionals is essential for interpreting complex data and making
informed decisions about the presence and severity of incidents.

¢ Incident Classification: Once a potential incident is detected and analyzed, it is classified based on its severity and
impact on Stryker's operations. The classification process considers factors such as the extent of system



compromise, the sensitivity of affected data, and the potential impact on patient safety and business continuity.
Incidents are categorized into predefined levels, ranging from minor incidents with limited impact to critical
incidents that pose significant risks to the organization. This classification guides the prioritization of response
efforts and ensures that resources are allocated effectively to address the most pressing threats.

By establishing robust identification processes, Stryker enhances its ability to detect and respond to cybersecurity
incidents swiftly and effectively, minimizing potential impacts on its operations and reputation.

3.3 Containment

3.3 Containment

Containment is a critical phase in the Incident Response Lifecycle at Stryker, aimed at limiting the spread and impact of a
cybersecurity incident. This phase involves both short-term and long-term strategies to manage the incident effectively
while ensuring that business operations can continue with minimal disruption.

e Short-term Containment: When an incident is identified, immediate actions are taken to contain it and prevent
further damage. The Technical Lead, Sarah Chen, and her team are responsible for implementing these rapid
response measures. Short-term containment strategies may include isolating affected systems from the network,
disabling compromised user accounts, or blocking malicious IP addresses. These actions are designed to halt the
progression of the incident and protect Stryker's critical assets and data. The team utilizes network segmentation
and security group policies to enforce these containment measures swiftly, ensuring that the incident does not
spread to other parts of the infrastructure.

¢ Long-term Containment: While short-term actions provide immediate relief, long-term containment involves
developing a comprehensive plan to manage the incident over an extended period. This plan is crafted by the
Incident Response Manager, John Matthews, in collaboration with key stakeholders from IT, OT, and Cyber-Security
teams. Long-term containment strategies focus on maintaining business continuity while addressing the root cause
of the incident. This may involve deploying additional security controls, such as enhanced monitoring and logging, to
detect any further malicious activity. The plan also includes steps for system recovery and the implementation of
patches or updates to prevent future occurrences. Throughout this phase, the IRT ensures that Stryker's operations
remain as uninterrupted as possible, prioritizing the safety and reliability of its medical devices and services.

By effectively managing both short-term and long-term containment efforts, Stryker minimizes the impact of
cybersecurity incidents and ensures the continued protection of its technological assets and sensitive data.

3.4 Eradication

3.4 Eradication

The eradication phase in the Incident Response Lifecycle at Stryker is focused on completely removing the threats and
vulnerabilities that led to a cybersecurity incident. This phase involves a thorough investigation to identify and eliminate
the root cause, as well as cleaning up affected systems to ensure they are secure and operational.

e Root Cause Analysis: Conducting a root cause analysis is a critical step in understanding how the incident occurred
and what allowed it to happen. Led by the Technical Lead, Sarah Chen, the analysis involves a detailed examination
of system logs, network traffic, and security alerts to trace the origin of the incident. This process seeks to identify



any weaknesses or vulnerabilities that were exploited by the attackers. By understanding the root cause, Stryker can
implement targeted measures to address these vulnerabilities and prevent similar incidents in the future. The
findings from the root cause analysis are documented and shared with relevant teams to inform ongoing security
improvements.

e System Clean-up: Once the root cause has been identified, the next step is to remove any malicious code and
artifacts from affected systems. This involves using specialized tools to scan for and eliminate malware, backdoors,
and other remnants of the attack. The IT and Cyber-Security teams work together to ensure that all affected systems
are thoroughly cleaned and restored to a secure state. This process may include reinstalling operating systems,
applying security patches, and reconfiguring security settings to strengthen defenses. System clean-up is a
meticulous task, ensuring that no traces of the incident remain and that systems are safe for continued use.

By effectively executing the eradication phase, Stryker ensures that the immediate threat is neutralized and that the
organization's systems are fortified against future attacks. This phase is crucial for restoring trust in Stryker's
technological infrastructure and maintaining the integrity of its operations.

3.5 Recovery

3.5 Recovery

The recovery phase in the Incident Response Lifecycle at Stryker is focused on restoring affected systems to their normal
state and ensuring their secure and reliable operation. This phase is crucial for resuming business activities and
maintaining the trust of patients, partners, and stakeholders.

o System Restoration: After the successful eradication of threats, the priority is to restore systems to normal
operation. The IT team, under the guidance of the Technical Lead, Sarah Chen, utilizes clean backups and validated
configurations to bring systems back online. This process involves carefully selecting backup data that is free from
contamination, ensuring that no remnants of the incident are reintroduced into the environment. The team follows
a structured restoration plan, which includes re-deploying applications, reconnecting network services, and verifying
data integrity. By leveraging hybrid backup solutions that integrate on-premises and cloud-based resources, Stryker
ensures a resilient and efficient restoration process.

e Validation: Once systems are restored, a thorough validation process is conducted to ensure that they are
functioning correctly and securely. The validation involves comprehensive testing of system performance, security
settings, and application functionality. This step is critical to confirm that all vulnerabilities have been addressed and
that systems are operating as intended. The Cyber-Security team, in collaboration with IT and OT staff, conducts
penetration tests and security assessments to verify the effectiveness of implemented security measures.
Additionally, continuous monitoring is reinstated to detect any anomalies or signs of compromise, providing
reassurance that the environment is secure.

Through the meticulous execution of the recovery phase, Stryker ensures that its systems are not only restored but also
fortified against future incidents. This phase is essential for maintaining operational continuity and upholding the
company's commitment to delivering safe and reliable medical solutions.

3.6 Lessons Learned




3.6 Lessons Learned

The lessons learned phase is a vital component of the Incident Response Lifecycle at Stryker, focusing on continuous
improvement and strengthening the organization's cybersecurity posture. This phase involves a comprehensive analysis
of the incident and the response efforts to identify opportunities for enhancement and ensure preparedness for future
incidents.

e Post-Incident Review: After the resolution of an incident, Stryker conducts a thorough post-incident review to
evaluate the effectiveness of the response efforts. Led by the Incident Response Manager, John Matthews, this
review involves all members of the Incident Response Team (IRT) and relevant stakeholders. The review process
examines each stage of the incident response, from detection to recovery, assessing what worked well and
identifying areas for improvement. The team analyzes the decision-making processes, communication strategies,
and technical actions taken during the incident to gain a holistic understanding of the response.

e Documentation: The findings from the post-incident review are meticulously documented to capture valuable
insights and lessons learned. This documentation includes a detailed account of the incident timeline, the root cause
analysis, and the effectiveness of containment and recovery efforts. The Note Taker, Alex Rivera, ensures that all key
observations and recommendations are recorded accurately. This documentation serves as a critical resource for
future reference, helping to inform training programs and guide the development of more robust response
strategies.

e Process Improvement: Based on the insights gained from the post-incident review, Stryker is committed to updating
and refining its Cybersecurity Incident Response Plan (CIRP) and other relevant procedures. The IRT collaborates
with cross-functional teams to implement changes that address identified gaps and enhance the organization's
ability to respond to incidents. This may involve updating response protocols, enhancing communication
frameworks, or integrating new technologies and tools. By continuously improving its processes, Stryker reinforces
its resilience against cybersecurity threats and ensures that it remains at the forefront of industry best practices.

The lessons learned phase is integral to Stryker's commitment to excellence in cybersecurity, fostering a culture of
learning and adaptation that strengthens the organization's defenses and enhances its ability to protect critical assets
and data.

4. Communication Plan

4. Communication Plan

4.1 Internal Communication

Effective internal communication is crucial during a cybersecurity incident to ensure that all relevant parties are
informed and coordinated. Stryker's communication plan outlines clear procedures for notifying stakeholders and
providing timely updates throughout the incident response process.

e Notification Procedures: Stryker has established protocols for promptly notifying key stakeholders within the
organization when an incident is detected. The Incident Response Manager, John Matthews, is responsible for
initiating the notification process, which involves alerting members of the Incident Response Team (IRT) and
relevant department heads. Notifications are delivered through secure communication channels, such as encrypted
emails and secure messaging platforms, to ensure confidentiality and integrity. The initial notification includes a
brief overview of the incident, its potential impact, and the immediate actions being taken. This ensures that all
stakeholders are aware of the situation and can prepare to fulfill their roles in the response effort.



e Status Updates: Throughout the incident response lifecycle, regular status updates are provided to keep
stakeholders informed of the incident's progress and the actions being taken. The Communications Lead, David
Wilson, is responsible for coordinating these updates, which are disseminated at predefined intervals or as
significant developments occur. Status updates include information on containment measures, recovery progress,
and any changes in the incident's severity or impact. By maintaining transparency and open communication, Stryker
ensures that all parties remain aligned and that decisions are made based on the most current information available.

e Contact List: A comprehensive contact list is maintained to facilitate efficient communication among the IRT and
other key stakeholders. This list includes the names, email addresses, and phone numbers of all IRT members and
relevant personnel. Key contacts include:

e John Matthews

e Sarah Chen

e David Wilson

e Emily Grant

e Michael Thompson

e Jessica Lee

e Alex Rivera

e Role: Incident Response Manager

e Email: john.matthews@stryker.com

e Phone: (555) 123-4567

e Role: Technical Lead

e Email: sarah.chen@stryker.com

e Phone: (555) 234-5678

e Role: Communications Lead

e Email: david.wilson@stryker.com

e Phone: (555) 345-6789

e Role: Legal Advisor

e Email: emily.grant@stryker.com

e Phone: (555) 456-7890

e Role: HR Representative

e Email: michael.thompson@stryker.com

e Phone: (555) 567-8901

e Role: Public Relations Officer

e Email: jessica.lee@stryker.com

e Phone: (555) 678-9012

e Role: Note Taker

e Email: alex.rivera@stryker.com

e Phone: (555) 789-0123

By implementing these internal communication strategies, Stryker ensures that its response to cybersecurity incidents is
coordinated, efficient, and effective, minimizing potential impacts on its operations and reputation.

4.2 External Communication




4.2 External Communication

External communication is a critical component of Stryker's Incident Response Plan, ensuring that the organization
effectively manages its interactions with external parties during a cybersecurity incident. This includes compliance with
legal obligations, protecting the organization's reputation, and coordinating with partners and vendors.

e Legal Requirements: Stryker is committed to complying with all legal and regulatory notification requirements in the
event of a cybersecurity incident. The Legal Advisor, Emily Grant, oversees this aspect of the communication plan,
ensuring that notifications to regulatory bodies, such as the U.S. Food and Drug Administration (FDA) and the
Department of Health and Human Services (HHS), are timely and accurate. These notifications include details about
the nature of the incident, the data potentially affected, and the steps being taken to mitigate the impact.
Compliance with legal requirements is essential to avoid penalties and maintain trust with regulators.

e Public Relations: Managing communications with the public and media is crucial to protecting Stryker's reputation
during an incident. The Public Relations Officer, Jessica Lee, is responsible for crafting public statements and
responding to media inquiries. This involves coordinating with the Communications Lead to ensure consistent
messaging across all channels. Public relations efforts focus on transparency and reassurance, highlighting Stryker's
commitment to resolving the incident and safeguarding its stakeholders' interests. By proactively managing public
communications, Stryker aims to maintain confidence among patients, customers, and the general public.

e Vendors and Partners: In cases where an incident may impact third-party partners, Stryker ensures timely
notification and coordination with these entities. The Incident Response Manager, John Matthews, facilitates
communication with vendors and partners, providing them with relevant information about the incident and its
potential effects on their operations. This collaboration includes sharing technical details, coordinating response
efforts, and aligning on remediation strategies to minimize disruption across the supply chain. Maintaining open
lines of communication with vendors and partners is essential for ensuring a unified and effective response.

e Contact List: Stryker maintains an up-to-date contact list for key external stakeholders, including regulatory bodies,
media contacts, and third-party partners. This list is used to facilitate prompt and efficient communication during an
incident. Key contacts include:

e FDA Regulatory Affairs

e HHS Office for Civil Rights

e Media Inquiries

e Vendor Relations

e Email: fda.contact@stryker.com

e Phone: (555) 890-1234

e Email: hhs.contact@stryker.com

e Phone: (555) 901-2345

e Contact: Jessica Lee, Public Relations Officer

e Email: media@stryker.com

e Phone: (555) 678-9012

e Contact: John Matthews, Incident Response Manager

e Email: vendor.relations@stryker.com

e Phone: (555) 123-4567

By implementing a comprehensive external communication strategy, Stryker ensures that it meets its legal obligations,
maintains its reputation, and fosters strong partnerships with vendors and partners during a cybersecurity incident.

5. Incident Classification




5. Incident Classification

5.1 Severity Levels

Incident classification at Stryker involves categorizing cybersecurity incidents based on their severity and potential
impact on the organization's operations, data, and reputation. This classification system helps prioritize response efforts
and allocate resources effectively, ensuring that incidents are managed in accordance with their urgency and potential
consequences.

e Low: Incidents classified as low severity have a minor impact on Stryker's operations and do not result in significant
data loss or damage. These incidents typically involve localized issues, such as minor system glitches or isolated
malware detections that are quickly contained and resolved. The response to low-severity incidents is generally
handled by the IT support team, with minimal disruption to business activities. While these incidents may not pose
immediate threats, they are documented and reviewed to prevent recurrence and improve overall security posture.

e Medium: Medium severity incidents have a moderate impact on operations and carry the potential for data loss or
damage. These incidents may involve unauthorized access attempts, phishing attacks, or malware infections that
affect multiple systems. The response to medium-severity incidents requires coordinated efforts from the Incident
Response Team (IRT) to contain and mitigate the threat. While these incidents may cause temporary disruptions,
they are managed to prevent escalation and protect sensitive data. Lessons learned from medium-severity incidents
are used to enhance security measures and training programs.

e High: High severity incidents have a severe impact on Stryker's operations, resulting in significant data loss or
damage. These incidents may involve widespread system outages, data breaches, or ransomware attacks that
threaten the integrity and availability of critical systems. The response to high-severity incidents is a top priority for
the IRT, requiring immediate action to contain the threat and initiate recovery efforts. High-severity incidents
involve cross-functional collaboration and may necessitate external support from cybersecurity experts. The
organization conducts thorough post-incident reviews to address vulnerabilities and strengthen defenses.

e Critical: Critical severity incidents have a catastrophic impact on operations, leading to extensive data loss or
damage. These incidents pose significant risks to patient safety, regulatory compliance, and Stryker's reputation.
Examples include large-scale breaches of sensitive healthcare data or prolonged disruptions to essential medical
device services. The response to critical-severity incidents involves full mobilization of the IRT, executive leadership,
and external partners to manage the crisis effectively. Comprehensive communication strategies are implemented
to inform stakeholders and maintain transparency. Critical incidents drive significant organizational changes to
enhance resilience and prevent future occurrences.

By classifying incidents based on severity levels, Stryker ensures that its response efforts are proportionate to the
potential risks and impacts, enabling the organization to protect its assets and maintain operational continuity
effectively.

5.2 Classification Criteria

5.2 Classification Criteria

The classification of cybersecurity incidents at Stryker is guided by specific criteria that help determine the severity and
priority of each incident. These criteria ensure a structured and consistent approach to incident management, enabling
the organization to allocate resources effectively and respond appropriately to threats.



Impact on Operations: One of the primary criteria for classifying incidents is the assessment of their impact on
Stryker's business processes and operations. This involves evaluating how the incident affects the availability,
integrity, and functionality of critical systems and services. For example, an incident that disrupts the manufacturing
process of medical devices or impedes access to patient data systems would be classified as having a high or critical
impact. The Incident Response Team (IRT) considers both immediate and long-term operational effects when
determining the severity level, ensuring that incidents with significant operational consequences are prioritized for
swift resolution.

Data Sensitivity: The sensitivity and criticality of the data affected by an incident play a crucial role in its
classification. Stryker handles a wide range of data, including sensitive patient information, proprietary research,
and regulatory compliance records. Incidents involving unauthorized access to or loss of sensitive data are classified
at higher severity levels due to the potential risks to patient privacy, regulatory compliance, and the organization's
reputation. The IRT evaluates the type of data involved, its classification level, and the potential impact of its
compromise to determine the appropriate response.

Scope: The extent and spread of an incident are also key factors in its classification. This criterion assesses how
widespread the incident is within Stryker's network and systems, including the number of affected devices, users,
and geographic locations. An incident with a broad scope, such as a malware outbreak affecting multiple
departments or regions, would be classified as more severe than one limited to a single system or user. The IRT
analyzes the scope to understand the potential for escalation and the resources required for containment and
remediation.

By applying these classification criteria, Stryker ensures that each incident is assessed accurately and that response

efforts are aligned with the potential risks and impacts. This structured approach enables the organization to protect its

operations, data, and reputation effectively.

6. Tools and Resources

6. Tools and Resources

6.1 Detection Tools
Stryker employs a comprehensive suite of detection tools to identify and respond to cybersecurity threats effectively.

These tools are integral to the organization's security infrastructure, providing real-time visibility and advanced threat

detection capabilities across its network and systems.

Intrusion Detection Systems (IDS): Stryker utilizes Intrusion Detection Systems to monitor network traffic for signs
of suspicious activity or policy violations. These systems are configured to detect known threats and anomalies that
may indicate unauthorized access or cyberattacks. By analyzing network packets and comparing them against a
database of threat signatures, IDS tools provide early warning of potential incidents. Stryker's IDS solutions are
strategically deployed across its multi-tier cloud infrastructure and on-premises data center, ensuring
comprehensive coverage and protection against intrusions.

Security Information and Event Management (SIEM): The Security Information and Event Management system is a
cornerstone of Stryker's cybersecurity strategy. SIEM tools aggregate and analyze log data from various sources,
including servers, applications, and network devices, to provide a centralized view of security events. This enables
the Cyber-Security team to detect patterns, correlate events, and identify potential threats in real-time. Stryker's
SIEM solution is integrated with cloud-native logging services such as AWS CloudTrail and Azure Monitor, enhancing



its ability to monitor and respond to incidents across hybrid environments. The system also supports compliance
reporting and audit requirements, ensuring alignment with industry regulations.

e Endpoint Detection and Response (EDR): Stryker deploys Endpoint Detection and Response solutions to protect its
endpoints, including workstations, laptops, and mobile devices, from advanced threats. EDR tools provide
continuous monitoring and analysis of endpoint activities, enabling the detection of suspicious behaviors and the
rapid containment of threats. These solutions offer capabilities such as threat hunting, automated response, and
forensic analysis, allowing Stryker to respond swiftly to endpoint-related incidents. By leveraging EDR technology,
the organization enhances its ability to detect and mitigate threats at the endpoint level, reducing the risk of data
breaches and system compromises.

Through the deployment of these detection tools, Stryker ensures robust monitoring and threat detection capabilities,
enabling the organization to maintain a proactive security posture and protect its critical assets and data.

6.2 Analysis Tools

6.2 Analysis Tools

Stryker leverages a suite of advanced analysis tools to investigate and understand cybersecurity incidents thoroughly.
These tools provide the necessary capabilities to conduct in-depth forensic investigations, analyze malware, and
scrutinize log data, enabling the organization to respond effectively to threats and enhance its security measures.

Forensic Analysis Software: Stryker employs forensic analysis software to conduct detailed investigations into
cybersecurity incidents. These tools allow the Cyber-Security team to capture and analyze digital evidence,
reconstruct events, and identify the root cause of incidents. Forensic analysis is critical for understanding the full
scope of an incident, including how attackers gained access and what actions they took. The software supports a
range of forensic techniques, such as disk imaging, memory analysis, and timeline reconstruction, providing
comprehensive insights into the incident. By utilizing forensic analysis software, Stryker ensures that its
investigations are thorough and that the findings can be used to improve security practices and prevent future
incidents.

Malware Analysis Tools: To combat the threat of malicious software, Stryker utilizes malware analysis tools that
enable the identification, examination, and mitigation of malware threats. These tools provide capabilities for both
static and dynamic analysis, allowing the Cyber-Security team to dissect malware samples and understand their
behavior, functionality, and potential impact. By analyzing malware in a controlled environment, Stryker can develop
effective countermeasures and update its defenses to protect against similar threats. Malware analysis tools are
essential for staying ahead of evolving malware tactics and ensuring the security of Stryker's systems and data.

Log Analysis Tools: Log analysis tools play a vital role in Stryker's incident response efforts by enabling the efficient
examination of log data generated by various systems and applications. These tools help the Cyber-Security team to
identify patterns, detect anomalies, and correlate events across the organization's IT infrastructure. By analyzing
logs from sources such as firewalls, servers, and network devices, Stryker can gain valuable insights into potential
security incidents and respond proactively. Log analysis tools also support compliance efforts by ensuring that log
data is retained, searchable, and auditable, aligning with regulatory requirements and industry best practices.

By employing these analysis tools, Stryker enhances its ability to investigate and respond to cybersecurity incidents with

precision and confidence, ensuring the protection of its technological assets and the integrity of its operations.



6.3 Communication Tools

6.3 Communication Tools

Effective communication is a cornerstone of Stryker's incident response strategy, ensuring that all stakeholders are
informed and coordinated during a cybersecurity incident. To facilitate seamless communication, Stryker employs a
range of specialized tools designed to manage incidents, maintain secure communications, and handle crisis situations.

¢ Incident Management Software: Stryker utilizes incident management software to streamline the coordination and
documentation of incident response activities. This software provides a centralized platform for tracking incidents
from detection through resolution, enabling the Incident Response Team (IRT) to assign tasks, monitor progress, and
maintain a comprehensive incident timeline. The software supports automated workflows, ensuring that all
necessary steps are followed and that stakeholders receive timely updates. By leveraging incident management
software, Stryker enhances its ability to manage incidents efficiently and maintain a clear record of actions taken
and decisions made.

e Secure Communication Channels: Maintaining the confidentiality and integrity of communications during an
incident is paramount for Stryker. To achieve this, the organization employs secure communication channels, such
as encrypted email and secure messaging platforms, to facilitate internal and external communications. These
channels ensure that sensitive information is protected from unauthorized access and that communications remain
confidential. The use of secure communication tools is essential for coordinating response efforts across different
teams and locations, enabling real-time collaboration while safeguarding critical data.

e  Crisis Communication Platforms: In the event of a major incident, Stryker relies on crisis communication platforms
to manage communications with a broader audience, including employees, partners, and the public. These
platforms enable the rapid dissemination of information through multiple channels, such as email, SMS, and voice
alerts. The Public Relations Officer, Jessica Lee, utilizes these platforms to craft and deliver consistent messages,
ensuring that all stakeholders receive accurate and timely information. Crisis communication platforms are vital for
maintaining transparency, managing public perception, and reinforcing trust during challenging situations.

By implementing these communication tools, Stryker ensures that its incident response efforts are coordinated,
efficient, and effective, enabling the organization to protect its operations and reputation in the face of cybersecurity
threats.

7. Metrics and Reporting

7. Metrics and Reporting

7.1 Incident Metrics

To continuously improve its cybersecurity posture, Stryker employs a comprehensive set of incident metrics that provide
valuable insights into the effectiveness of its incident response efforts. These metrics enable the organization to track
performance, identify areas for improvement, and ensure accountability across the Incident Response Team (IRT).

e Number of Incidents: Stryker tracks the total number of cybersecurity incidents over time to assess trends and
patterns in its threat landscape. By monitoring the frequency of incidents, the organization can evaluate the



effectiveness of its preventive measures and identify any emerging threats that require attention. This metric is
essential for understanding the overall security posture and for allocating resources to areas of greatest need.

e Time to Detection: Measuring the time taken to detect incidents is a critical metric for Stryker, as early detection is
key to minimizing the impact of cybersecurity threats. This metric evaluates the efficiency of the organization's
monitoring systems and threat detection capabilities. A shorter time to detection indicates a proactive security
posture and enables quicker response actions, reducing the potential damage caused by incidents.

e Time to Containment: The time taken to contain incidents is another important metric for assessing the
effectiveness of Stryker's incident response efforts. This metric measures the speed at which the IRT can implement
containment strategies to prevent the spread of an incident. A rapid containment response helps protect critical
systems and data, minimizing operational disruptions. Continuous monitoring of this metric allows Stryker to refine
its containment procedures and enhance its incident response capabilities.

e Time to Recovery: The time taken to recover from incidents is a key indicator of Stryker's resilience and ability to
restore normal operations. This metric assesses the efficiency of the recovery process, including system restoration
and validation efforts. A shorter time to recovery demonstrates the organization's ability to maintain business
continuity and minimize downtime. By analyzing this metric, Stryker can identify opportunities to streamline
recovery processes and improve overall incident management.

By tracking these incident metrics, Stryker gains valuable insights into the performance of its cybersecurity strategies,
enabling continuous improvement and ensuring the protection of its technological assets and business operations.

7.2 Reporting

7.2 Reporting

Effective reporting is a crucial aspect of Stryker's incident response strategy, ensuring that insights gained from
cybersecurity incidents are communicated to senior management and used to drive continuous improvement. Reporting
provides transparency, accountability, and a basis for strategic decision-making, reinforcing Stryker's commitment to
robust cybersecurity practices.

o Regular Reports: Stryker produces regular reports that provide senior management with a comprehensive overview
of incident response metrics and trends. These reports, typically compiled on a quarterly basis, include data on the
number of incidents, time to detection, time to containment, and time to recovery. By presenting these metrics, the
reports offer insights into the organization's security posture and the effectiveness of its incident response efforts.
Senior management uses this information to assess risk levels, allocate resources, and make informed decisions
about future cybersecurity strategies. The regular reports also highlight any emerging threats or patterns, ensuring
that the organization remains proactive in addressing potential vulnerabilities.

e Post-Incident Reports: Following significant cybersecurity incidents, Stryker produces detailed post-incident reports
that provide an in-depth analysis of the event. These reports are prepared by the Incident Response Team (IRT) and
include a comprehensive root cause analysis, outlining the factors that contributed to the incident and the actions
taken to resolve it. The reports also document lessons learned and recommendations for improving incident
response processes. By capturing these insights, post-incident reports serve as valuable resources for refining
Stryker's Cybersecurity Incident Response Plan (CIRP) and enhancing overall security measures. These reports are
shared with senior management and relevant stakeholders to ensure that the organization benefits from the
knowledge gained and is better prepared for future incidents.



Through regular and post-incident reporting, Stryker strengthens its incident response capabilities and ensures that its
cybersecurity efforts are aligned with organizational goals and industry best practices.

8. Legal and Regulatory Considerations

8. Legal and Regulatory Considerations

8.1 Compliance

Compliance with legal and regulatory requirements is a fundamental aspect of Stryker's cybersecurity strategy. As a
leading U.S. medical device company, Stryker is committed to adhering to data protection laws and industry standards
that govern the handling of sensitive information and the security of its operations. This commitment ensures that the
organization maintains trust with its stakeholders and mitigates legal risks.

e Data Protection Regulations: Stryker ensures compliance with relevant data protection laws, such as the General
Data Protection Regulation (GDPR) and the California Consumer Privacy Act (CCPA). These regulations impose strict
requirements on the collection, processing, and storage of personal data, emphasizing the importance of data
privacy and security. Stryker's Legal Advisor, Emily Grant, oversees compliance efforts, ensuring that the
organization's data handling practices align with these regulations. This includes implementing robust data
protection measures, conducting regular audits, and providing training to employees on data privacy practices. By
adhering to data protection regulations, Stryker safeguards the personal information of patients, employees, and
partners, reducing the risk of data breaches and associated penalties.

o Industry Standards: In addition to data protection laws, Stryker adheres to industry-specific standards and
guidelines, such as the Payment Card Industry Data Security Standard (PCI-DSS) and the Health Insurance Portability
and Accountability Act (HIPAA). These standards provide a framework for securing sensitive information, particularly
in the healthcare sector, where the protection of patient data is paramount. Compliance with PCI-DSS ensures that
Stryker's payment processing systems are secure and that customer payment data is protected from fraud. Similarly,
adherence to HIPAA regulations guarantees the confidentiality, integrity, and availability of protected health
information (PHI). Stryker's compliance with these industry standards is supported by regular assessments, audits,
and the implementation of best practices in cybersecurity and data management.

By ensuring compliance with data protection regulations and industry standards, Stryker demonstrates its commitment
to maintaining the highest levels of security and privacy, reinforcing its reputation as a trusted leader in the medical
device industry.



